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CONCLUSIONS

T he MLA process is a reasonable and feasible 
system for addressing the ever-growing 
demands of law enforcement agents seeking 

access to data across jurisdictions. But MLA needs 
to be updated for the modern era. In particular, 
states must work together to create a secure elec-
tronic system for managing MLA requests; they 
must increase their staf�ng for MLA issues; and 
they must conduct thorough training at all levels of 
law enforcement to ensure that MLA requests are 
generated and processed as ef�ciently and securely 
as possible and in a way that respects international 
human rights. Over the longer term, a number of 
more signi�cant reforms may be necessary, but these 
are three reforms that states can implement in the 
next year and that could have a signi�cant positive 
impact on the functioning of the MLA regime. 

This matters because when the MLA regime does 
not function well, some states resort to other means 
to get access to the data they seek. These tactics 
can include: threatening their citizens, mistreating 
companies, demanding data localization, and 
attempting to apply their laws extraterritorially. 
MLA reform is therefore not just a matter of 
enhanced law enforcement cooperation. Rather, it is 
a matter of crafting international policy that protects 
Internet users’ fundamental human rights, allows 
companies to provide global services, and ensures 
that states can adequately protect their citizens from 
crime. Ultimately, the responsibility for crafting this 
policy lies with the only actors capable of doing so: 
the national governments that request and receive 
mutual legal assistance.
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