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ABSTRACT OF DISSERTATION

ENERGY-EFFICIENT AND SECURE HARDWARE USING ADIABATIC LOGIC
AND NON-VOLATILE MTJ DEVICES

Internet of Things (IoT) is a collection of devices that exchange data through a
network to implement complex applications. IoT devices increase the quality of life of
their user base which has a wide variety such as the medical field, consumer electron-
ics, and the manufacturing sector. However, IoT devices have several challenges that
need to be overcome namely, security and energy consumption. The threat vector that
IoT devices face is growing and includes the following threats, the leakage of informa-
tion through a side-channel attack known as the Correlation Power Analysis (CPA),
authentication, piracy, etc. There are many countermeasures to CPA attacks, how-
ever, many of these countermeasures consume substantial energy which makes them
non-ideal for IoT devices which are typically battery operated. In this thesis, we have
explored the use of a novel, low-energy design technique known as adiabatic logic
and an emerging memory technology known as Magnetic Tunnel Junctions (MTJ) to
design ultra-low-energy and CPA resistant circuits for use in IoT devices.

Adiabatic logic is an ultra-low energy circuit design technique that utilizes power
clocks to supply and recover charge from a circuit. Adiabatic logic is typically con-
structed using a 4-phase power clock however, the area and complexity of the power
clock generator is a design limitation. Thus, the first contribution of this thesis is
the conversion of an existing adiabatic logic family known as Energy-Efficient Secure
Positive Feedback Adiabatic Logic (EE-SPFAL) into a functional and energy-efficient
2-phase implementation. 2-EE-SPFAL has less complex routing and less complex
power clock design when compared to EE-SPFAL and is energy-efficient compared
to standard CMOS. Furthermore, 2-EE-SPFAL has uniform power consumption re-
gardless of data transition and thus is shown to be secure against power analysis
attacks.

Adiabatic logic reduces the dynamic energy consumption of a circuit but as the
technology node decreases through sub 45nm the leakage power of an integrated
circuit becomes a limiting factor. To that end, the second contribution of this thesis
is the design of a hybrid adiabatic and MTJ circuit architecture. One of the main
advantages of MTJs is the near-zero leakage power they consume which is essential as
technology nodes scale down. To create an ultra-low energy circuit, we combine the
dynamic energy savings of adiabatic logic with the leakage power savings of MTJs
to create Energy-Efficient Adiabatic CMOS/MTJ Logic (EE-ACML). We also show
that EE-ACML is CPA resistant by implementing a lightweight cryptographic cipher
utilizing EE-ACML and unsuccessfully stealing the encryption keys when performing
a CPA attack.

Authentication, privacy, and secure key generation are important considerations
when designing IoT devices. One security primitive that can aid in solving the afore-
mentioned issues is the Physically Unclonable Function (PUF). The third contribution



of this thesis is the design of a hybrid adiabatic/MTJ PUF. The proposed PUF saves
energy by utilizing the energy recovery of adiabatic logic as well as the reduced leakage
power with the implementation of the MTJs. The source of manufacturing variation
within the proposed PUF is dominated by the variation of the MTJs.

The clock generator of an adiabatic circuit is an essential component of any adia-
batic system. Adiabatic clock generators come in many forms based on the number of
phases they produce. For example, a 2-phase clock generator can produce a 2-phase
clock in the form of a sinusoidal waveform. Different adiabatic circuits are constructed
using these different clock generators and are shown to be energy-efficient. However,
there is a lack of comparison on clock generators in terms of both energy efficiency
and security against power analysis attacks. Thus, we perform a comparative study
on 2 and 4-phase clock generators to analyze the trade-offs between energy efficiency
and security of adiabatic clock generators.

KEYWORDS: Adiabatic Logic, Magnetic Tunnel Junction, Physically Unclonable
Functions, Cryptography, Side-Channel Attack, Correlation Power Analysis Attack.

Zachary Kahleifeh

July 13, 2022
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Chapter 1

Introduction

The Internet of Things (IoT) can be loosely defined as a connection of devices that
share information through a network. This can include consumer electronics such as
the Nest by Google which consists of various devices (thermostats, cameras, sensors,
etc.) communicating with each other to improve the ease of life of the user. IoT can
also find itself improving the productivity of the manufacturing sector [13] through the
use of sensors sharing information to enable intelligent applications. Home consumer
electronics and the manufacturing sector are only two of the many applications of
IoT devices, in the modern technological world, many areas are including IoT devices
such as those seen in Figure 1.1. The number of IoT devices continues to increase
year after year as Cisco predicts the number of IoT devices to reach 29.3 billion in
2023, compared to 18.4 billion in 2018 [14]. Furthermore, the economic impact of
IoT devices is substantial, Frontier economics estimates IoT devices will increase the
US GDP by $2.23 trillion between 2018 and 2032 [15]. These statistics show the
importance and growth of IoT devices in the modern technological world.

1.1 The Challenges IoT Devices Face

IoT devices store and transmit information over a shared network to perform a com-
plex application. There are numerous areas where IoT can be applied and each area
contains a specific set of requirements. Two requirements that are common among
many areas of IoT devices are the energy consumption and security of an IoT device.
Both of these requirements are two challenges that must be overcome if IoT is to
continue growing.

1.1.1 Energy Consumption

The energy consumption of integrated circuits (ICs) that power IoT devices continues
to grow with each new generation. This would not be a major issue in desktop or
laptop computers as they are either directly connected to power or the area is large
enough to include a sufficient battery. Unlike the aforementioned devices, IoT devices
typically have reduced area, are portable, and have limited human interaction. Thus,
batteries are typically used to power these devices for ample amounts of time. The
area limitations of IoT devices limit the size of the battery and thus become a major
constraint. The major sources of power consumption within the ICs that drive IoT
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Figure 1.1: Various applications of IoT devices.

devices include dynamic power consumption and static power consumption. Figure
1.2 shows the static and dynamic power trends as technology node decreases [1]. As
the technology node decreases, both dynamic and stand-by power increases thus it is
important to design energy-efficient IoT designs for future generations.

Design Techniques and Emerging Devices to Reduce Dynamic Energy Con-
sumption

To reduce the dynamic energy consumption of IoT devices, various logic design tech-
niques can be implemented. Such design techniques include dynamic voltage and
frequency scaling (DVFS). DVFS involves scaling the supply voltage and frequency
when peak performance is not necessary to reduce the power consumption. DVFS is
limited by the threshold voltage of a transistor and has been shown to have diminish-
ing returns at a certain point [16]. Adiabatic logic is another design technique used
to reduce the dynamic power consumption of a circuit [17]. Through the use of time
ramp voltage power clocks, adiabatic logic recovers energy stored in load capacitors to
be reused again in the next cycle thus reducing energy consumption. Adiabatic power
clocks utilize capacitors and inductors to generate the clock signal while also using
these devices to store the recovered energy [18]. Energy is stored in these devices
through an electric charge in the capacitors and magnetic energy in the inductor.
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Figure 1.2: Leakage and dynamic power trends [1].
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Design Techniques and Emerging Devices to Reduce Static Energy Con-
sumption

Static energy consumption has become a major issue as the technology node has
scaled-down. One design technique that has been developed and implemented is
multi-threshold transistor designs. Multi-threshold designs are circuits that use dif-
ferent transistors with different threshold voltages depending on if they are in critical
paths. Higher threshold voltage transistors have lower static power while at the
same time they increase the delay. Thus, critical paths that require low delay use
low threshold voltage transistors while less critical paths use high threshold transis-
tors to reduce leakage power. Emerging devices and technologies have come to the
forefront as potential solutions to energy constraint issues. As the technology node
decreases, the standard MOSFET device was not able to keep up with power and
delay constraints. Thus, industries adopted FinFET-based devices to better control
the gate current and thus reduce leakage power and delay. Even with the introduc-
tion of FinFETs into modern ICs, power consumption continues to increase and thus
more emerging devices should be investigated. Emerging memory technologies have
been explored to introduce a Logic-in-Memory (LiM) architecture to further reduce
power consumption. There are many design choices for the non-volatile memory that
is implemented in LiM structures such as Magnetic Tunnel Junctions (MTJ)[19],
Phase Change Memory (PCM)[20], and MEMristors[21]. Among these memory tech-
nologies, MTJs are considered a promising choice because they offer the following
advantages: near-zero leakage power, high integration density, and easy compatibil-
ity with CMOS [12, 22, 23]. Hybrid MTJ/CMOS LiM circuits have been shown to
reduce power and thus are promising implementation choices in power-constrained
IoT devices. Further, MTJs have been implemented into commercial memories by
companies such as Everspin which shows their promise in replacing the standard
technologies [24].

1.1.2 Security

The threat vectors of IoT devices continue to grow thus new defenses against attacks
must be developed. IoT devices can be used to store and transmit sensitive data
such as the data used within the healthcare IoT [25]. Thus, IoT devices are targets
for attack. Within an area and energy-constrained IoT device, security is not priori-
tized which leads to weaknesses in the device. When security modules are added to
IoT devices they are typically added at the software level using techniques that are
also commonly employed in other computing devices such as desktop computers and
servers. However, this defense does not cover all possible attack mechanisms such as
those on the hardware of the device.

Side-Channel Attacks on IoT devices

The main defense within IoT devices to secure stored information is through the use
of encryption. Encryption algorithms use secret keys to prevent data from being
stolen. If these keys were to be recovered, the IoT device can no longer be considered
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Figure 1.3: Generic process of a side-channel attack.

secure. One type of attack that IoT devices can face is a side-channel attack. A
side-channel attack is a non-invasive attack that looks to steal information through
a device’s side channels which can include power consumption, timing, etc. A side-
channel attack can be used to steal the encryption keys that keep IoT devices secure.
Ronen et al. have shown that side-channel attacks can be used on IoT devices as
they performed one on a Phillips Hue smart lamp and were able to take control of
it [26]. Further, side-channel attacks played a major role in the implementation of
Spectre and Meltdown attacks which allow for an attacker to gain access to restricted
memory areas [27, 28].

Among the side-channel attacks, power analysis attacks are very dangerous to en-
cryption algorithms as they can be used against both synchronous and asynchronous
encryption algorithms. The Simple Power Analysis attack (SPA) was originally de-
veloped to break encryption circuits by visually inspecting the power consumption
of a circuit. However, SPA attacks could be prevented through the use of masking
and hiding techniques. Using the ideas behind SPA and timing-based side-channel
attacks, Paul Kocher developed the Differential Power Analysis attack (DPA) which
instead of using visual inspection used statistical analysis and error correction to
recover the key [29]. Improvements have been made to the DPA attack ultimately
leading to the Correlation Power Analysis attack (CPA) which can recover encryption
keys more quickly than both the SPA and DPA.

Key generation and Authentication

Key generation for the encryption circuits that defend IoT devices is an essential part
of securing IoT devices. Keys are commonly stored in non-volatile memory which is
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Figure 1.4: Various attacks that IoT devices face from both the software and hardware
level [2].

prone to physical attacks and can be costly on already area and power-constrained
IoT devices. Further, the defenses against physical attacks such as tamper-resistant
packaging add to the cost and area of the device [30]. Encryption keys are an essential
part of authenticating a device. Many of the attacks that IoT devices face are a
result of improper authentication of a device or cloning of a device. These attacks
can be widespread and detrimental as Gartner reports that 20% of companies have
experienced at least one IoT attack in the past three years [31].

1.2 Motivation

IoT is an essential component in improving the quality of life of the common user.
Further, IoT devices can be implemented by corporations to improve the efficiency of
their manufacturing. As useful IoT devices may be, they also have limitations such as
the security and energy consumption of the device. There are numerous survey papers
discussing the various security issues related to IoT devices [32–35]. A common theme
among the surveys is that there are a large number of unique threats and challenges
that IoT devices face because of the limited computation power and limited battery
supply. Figure 1.4 shows various attacks that IoT devices face at both the software
and hardware level.

Of the attacks mentioned, side-channel attacks are one of the more promising
attacks for adversaries trying to access restricted information. While a device is
operating (such as encrypting data) it releases side-channel information. Side-channel
information can come in many forms such as power [29], acoustics[36], timing[37],
electromagnetism[38], etc.
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Table 1.1: Various circuits and their trade-offs.

Parameter CMOS WDDL SABL EE-SPFAL

Energy Medium High High Low
CPA Resistant? No Yes Yes Yes
Area Low High High High

Side-channel attacks have already been demonstrated on real-world applications
such as Ronen et al. using a power-based side-channel attack to steal the key of a
Phillips Hue smart lamp [26]. The power analysis attack performed on the smart
lamp allowed researchers to gain access to a master key which in turn allowed them
to change the firmware of the device. A power analysis attack was also performed on
the ATMEGA328P microcontroller (a common microcontroller in IoT devices) show-
casing the ability to steal keys from IoT processors [39]. It can be seen that power
analysis-based side-channel attacks are a major threat to IoT devices. Among the
power analysis attacks, the Correlation Power Analysis attack (CPA) is one of the
more dangerous types of attack. Various techniques have been presented to defend
against power analysis attacks. Such defenses can be split into two categories, hiding
and masking-based defense [40]. Hiding involves reducing the correlation between
power consumption and input transition such as making the power consumption uni-
form throughout. Hiding can be implemented on the circuit level through techniques
such as Sense Amplifier Based Logic (SABL)[41] and Wave Dynamic Differential Logic
(WDDL)[42]. These proposed circuit design techniques consume substantial power
(even greater than CMOS equivalent designs) and thus are not suitable for implemen-
tation in battery-constrained IoT devices. Another hiding-based circuit level design is
adiabatic logic, adiabatic logic is a low energy design technique that can be designed
such that power consumption is uniform throughout.

Table 1.1 lists the trade-offs of various circuit design techniques. CMOS is the
standard design choice for modern integrated circuits. It has a high switching speed
and low area but the power consumption is dependent on data transitions. WDDL
and SABL are two circuit designs that produce uniform power consumption at the
cost of higher power consumption. EE-SPFAL is an adiabatic CPA-resistant circuit
that has low energy consumption at the cost of using more transistors. The uniform
power consumption and reduced energy of adiabatic circuits have motivated more
research into the use of adiabatic logic for CPA-resistant circuits.

Along with the security of an IoT device, energy constraints have also been a
motivating interest for researchers. New technologies have been developed to reduce
the energy consumption of an integrated circuit (IC). One technology that has found
itself being implemented in modern ICs is the FinFET. The short channel effects
that occur in MOSFET-based devices were difficult to control as the technology size
scaled down below 20nm [43]. The introduction of FinFETs allowed for more channel
control of the device and thus reduced leakage power. However, power consumption
continued to increase as technology nodes scale down and more transistors are added
to the chip while following Moore’s law. Thus more technologies were researched
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Table 1.2: Summary of standard and emerging memory technologies.[8–10]

SRAM DRAM Flash (NAND) RRAM PCM STT-MRAM
Non-volatile? No No Yes Yes Yes Yes

Write Latency (ns) <2 50 106 50 102 10
Read Latency (ns) <2 30 103 <20 2 <10

Ewrite/ Bit ∼1fJ ∼10fJ ∼10fJ ∼0.1pJ ∼10pJ ∼0.1pJ
Endurance 1016 1016 105 106 1010 1015

Cell Size (F 2) 50-120 6-10 5 6-10 4-19 6-20

to further reduce the energy consumption of an IC. Such technologies can be found
in the form of emerging memory technologies such as Magnetic Tunnel Junctions
(MTJ)[19], Phase Change Memory (PCM)[20], and MEMristors[21]. These emerging
memory devices look to replace the typical IC-based memory elements such as SRAM,
DRAM, and Flash memory. Table 1.2 shows the various advantages and disadvantages
of emerging memory technologies when compared with standard IC memories.

From Table 1.2 we can see that MTJs are a promising replacement for various
levels of the memory hierarchy. MTJs have the property of being non-volatile which
both SRAM and DRAM lack. Further, the write and read latency of MTJs generally
range between SRAM and DRAM latency while being much lower than flash latency.
The endurance of the MTJs is also on par with the endurance of SRAM and DRAM
and much higher than flash endurance. The drawbacks of the MTJs include high
write current, the large cell size, and the reliability of the MTJs. Research is currently
being done to reduce the write energy and increase the reliability of the MTJs through
different write methods such as Spin-Orbit Torque [44].

Hybrid CMOS/MTJ circuits have been explored to design low-energy circuits.
MTJs having near-zero leakage power make them an ideal choice to replace the cur-
rent memory technologies in IoT devices. However, the FET-based portion of the
hybrid circuits still consumes substantial dynamic power. To this end, we look to
use adiabatic logic to design an energy-efficient hybrid adiabatic/MTJ architecture.
Further, when the data in MTJs is switched it becomes susceptible to power analysis
attacks. This motivated us to design a secure adiabatic/MTJ circuit that does not
switch data and thus is secure against power analysis attacks.

Another aspect of building secure integrated circuits is the key generation for
encryption circuits which also relates to authentication and privacy. One attack that
IoT devices can face is the cloning attack. This attack involves an unauthorized
device gaining access to the network by acting like a correct device [45]. A potential
solution to these types of attacks and secure key generation is using a device known
as a Physically Unclonable Function (PUF). PUFs can give devices a unique digital
fingerprint and can thus authenticate a device to prevent cloning attacks. There are
many types of PUFs that have been researched and developed such as arbiter PUF
[46], Ring Oscillator PUF [47], and the SRAM PUF [30, 48, 49]. However, many of
these proposed PUFs have issues when implementing them in IoT devices such as
low reliability and high energy consumption. PUFs with low reliability require extra
circuitry to operate such as Fuzzy Extractors and Error-Correcting Codes (ECC).
This extra circuity increases the energy consumption and increases the area of ICs.
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Figure 1.5: Low energy, power analysis resistant encryption block based on adiabatic
logic and Magnetic Tunnel Junctions

Thus, we look to develop a low-energy and reliable PUF circuit using both adiabatic
logic and MTJs.

The clock generation and distribution is an essential aspect of adiabatic circuits.
The adiabatic clock generator can consume substantial power when generating the
clock. Thus, it is important to ensure that the clock generator does not counteract the
overall energy savings of an adiabatic circuit. Further, the adiabatic clock generator
contains the storage elements for the energy recovered from an adiabatic circuit thus
they should be able to efficiently recycle energy. As adiabatic clock generators are
the driving force of adiabatic circuits, they can also affect the security against power
analysis attacks. When a power analysis attack is performed, the clock generator
should result in no information leakage. Energy and security are important issues
to the many different types of adiabatic clocks. Currently, there is no comparison
between adiabatic clock generators on both the energy efficiency and security of power
analysis-resistant adiabatic circuits. Thus, a comparative study needs to be performed
to determine the trade-offs between the two main types of adiabatic clock generators.

1.3 Problem Statements and Contribution

This section presents the contributions that are made in this thesis to design low-
energy and secure IoT devices based on emerging technologies and design techniques.
The novel work presented in this thesis is summarized in Figure 1.5.
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1.3.1 Two-Phase Energy-Efficient Secure Positive Feedback Logic (2-EE-
SPFAL)

Problem Statement 1:

Energy-Efficient Secure Positive Feedback Logic (EE-SPFAL) is a dual-rail adiabatic
logic circuit. The original implementation of EE-SPFAL operates using a four-phase
trapezoidal clocking scheme. To remain CPA resistant, EE-SPFAL requires four
separate clocks and four separate discharge signals. This can lead to a large amount
of interconnects which can result in a large area consumption on post-layout chip
designs. Further, a four-phase clocking design can be more complex than its two-
phase counterpart. In this portion of the thesis, we convert the existing EE-SPFAL
into a two-phase version that remains energy-efficient and CPA resistant.

The key contributions of this work are as follows:

Key Contribution 1:

� This work presents 2-EE-SPFAL, a novel two-phase sinusoidal clocking imple-
mentation of Energy-Efficient Secure Positive Feedback Logic (EE-SPFAL).

� The case study implementation using 2-EE-SPFAL saves between 76.5% and
21.3% energy consumption at frequencies between 100kHz and 25 MHz when
compared with its CMOS counterpart.

� The area of the design is reduced when compared with EE-SPFAL as the number
of clock and discharge signals are reduced.

� We demonstrate that 2-EE-SPFAL is secure against power analysis attacks by
performing a CPA attack on an encryption circuit implemented with 2-EE-
SPFAL. The key could not be recovered when using 2-EE-SPFAL, however,
when using CMOS the key could be stolen.

1.3.2 Energy-Efficient Adiabatic CMOS/MTJ Logic (EE-ACML)

Problem Statement 2:

CMOS-based circuits consume substantial dynamic energy consumption and the FETs
that make up the circuits consume large amounts of leakage power. Adiabatic logic
and MTJs are two emerging technologies that can be used to reduce dynamic and
leakage power consumption. However, the switching of MTJs consumes substantial
energy consumption and can be targeted with CPA attacks. Thus, in this part of the
research Energy-Efficient Adiabatic MTJ/CMOS Logic (EE-ACML) is proposed to
design energy-efficient and secure circuits. Using the proposed circuit we design secure
encryption circuits that do not switch the MTJs thus saving energy and preventing
CPA attacks.

The key contributions of this work are as follows:
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Key Contribution 2:

� This work presents Energy-Efficient Adiabatic CMOS/MTJ Logic (EE-ACML),
a novel hybrid adiabatic MTJ circuit.

� This work combines 2-EE-SPFAL and EE-ACML to construct a low energy and
secure implementation of the PRESENT encryption standard.

� The proposed implementation of PRESENT reduces energy consumption be-
tween 66.99% and 86.58% at frequencies between 12.5MHz and 100MHz when
compared with a CMOS/MTJ design proposed in the literature.

� We present the effect of varying the inductance and capacitance of the two-
phase clock generator on both the energy consumption of a circuit and on the
security of the circuit.

� We demonstrate the resilience of the circuit against power analysis attacks by
unsuccessfully stealing a secret key while performing a CPA attack.

1.3.3 Hybrid Adiabatic/MTJ Physically Unclonable Function

Problem Statement 3:

Key generation, authentication, and privacy are essential components of a secure IoT
device. The PUF is a security primitive that can be used to solve the previously
mentioned issues. In this problem, we design a hybrid adiabatic/MTJ PUF. The
adiabatic/MTJ PUF is a low-energy PUF design that utilizes process variation of the
MTJs to generate a secure response output.

Key Contribution 3:

The key contributions of this work are as follows:

� We developed a novel Physically Unclonable Function using adiabatic logic and
Magnetic Tunnel Junctions. The proposed PUF can generate two response bits
per cell depending on the orientation of the MTJs.

� Monte Carlo simulations of the proposed PUF demonstrate strong security re-
sults using common metrics known as Uniqueness, Uniformity, and Reliability.
Further, our proposed PUF is low energy as the PUF uses 5.2 and 5.1 fJ/Cycle
depending on the orientation of the MTJ.

� The uniqueness of a PUF tells us how different the PUF is from other PUFs,
the ideal value of uniqueness is 50%. Our proposed PUF results in uniqueness
values of 49.98% and 49.99% depending on the orientation of the MTJs.

� The uniformity of a PUF tells us how many 0’s and 1’s make up the response
bit, the ideal uniformity value is 50%. Our proposed PUF results in uniformity
values of 50.18% and 50.17% depending on the orientation of the MTJs.
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� The reliability of a PUF tells us how the response changes when environmental
conditions change such as supply voltage and temperature. The ideal value of
reliability is 100% which represents no change in the response from the ideal
conditions to the non-ideal conditions. Our proposed PUF has a reliability of
97.07% and 96.97%.

� We have implemented our PUF as a key generator that produces a 64-bit key.
This key is then used to generate the encrypted output using PRESENT en-
cryption based on both 2-EE-SPFAL and EE-ACML. This circuit demonstrates
a secure and low-energy implementation of encryption algorithms.

1.3.4 Comparison of two-phase and four-phase adiabatic clock generators
for low-energy IoT devices

Problem Statement 4:

The adiabatic clock generator is an important component of any adiabatic circuit.
The most common adiabatic circuits are based on two and four-phase clocking schemes.
Thus, in this problem, we look to compare both the energy consumption and security
of the two-phase and four-phase implementations of adiabatic circuits.

The key contributions of this work are as follows:

Key Contribution 4:

� We have constructed adiabatic circuits using both two and four-phase clocking
schemes to ensure correct functionality.

� We have performed a literature study that shows two and four-phase clock
generators are resilient against power analysis attacks.

� We have compared two and four-phase adiabatic clocks to determine which is
more energy-efficient. We have determined that two-phase clocking schemes
are more energy-efficient when compared with four-phase clock generators. We
have found that two-phase clock generators consume less energy than four-phase
clock generators at frequencies between 12.5 MHz and 200 MHz. We have also
varied the load and temperature of the test circuits to determine the effects on
clock generators.

� We have compared the two and four-phase clock generator security character-
istics and determined that the four-phase clock generator has better security
against power analysis attacks. The four-phase clock generator has NED and
NSD values of 0.014 and 0.007, respectively. The two-phase clock generator has
NED and NSD values of 0.110 and 0.060, respectively.

1.4 Thesis Organization

The organization of the thesis is as follows. Chapter 2 presents the background
information necessary to understand the research advancements made in this thesis.
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Chapter 2 covers background information on adiabatic logic, adiabatic power clock
generators, Correlation Power Analysis Attacks, Magnetic Tunnel Junctions (MTJ),
CMOS/MTJ hybrid circuits, and finally Physically Unclonable Functions. Chapter 3
presents the proposed 2-Energy-Efficient Secure Positive Feedback Adiabatic Logic (2-
EE-SPFAL) which is the two-phase implementation of EE-SPFAL. In Chapter 4, we
present our proposed hybrid adiabatic/MTJ architecture known as Energy-Efficient
Adiabatic CMOS/MTJ Logic. In Chapter 5, we present our proposed Physically
Unclonable Function based on both adiabatic logic and MTJs. In Chapter 6, we
present our comparison of adiabatic clock generators to determine the tradeoffs each
circuit has. Chapter 7 concludes the dissertation report.

The work presented Chapter 3 is published in IEEE Consumer Electronics Mag-
azine [7] and IEEE World Forum on Internet of Things [50]. Chapter 4 is published
in IEEE Computer Society Annual Symposium on VLSI [51] and MDPI Sensors [52].
The work presented in Chapter 5 is currently under review in IEEE transactions on
Consumer Electronics.
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Chapter 2

Background and Related Work

The purpose of this chapter is to cover the background information on various secu-
rity areas to understand the importance of securing IoT devices. This chapter goes
into detail on the steps to perform a Correlation Power Analysis Attack (CPA) and
Physically Unclonable Functions. Further, this chapter will discuss the background
information necessary to understand adiabatic logic and adiabatic logic clock gener-
ators. This chapter also presents information on Magnetic Tunnel Junctions (MTJs)
and hybrid CMOS/MTJ circuits.

2.1 Adiabatic Logic

Adiabatic logic is an emerging design technique for designing low-energy circuits [17].
Adiabatic logic utilizes a varying voltage source as opposed to a constant voltage
source used in CMOS circuits. The varying voltage source allows for energy to be
recovered back into the adiabatic clock when there is a potential difference between
output and clock. The varying voltage source can take many forms such as a sinu-
soidal, triangular, or trapezoidal waveform. Figure 2.1 illustrates the structure of
an adiabatic circuit and its charging/discharging of the load capacitors. The energy
efficiency of adiabatic logic can be exemplified by analyzing the RC network of a
FET-based circuit as seen in Figure 2.2. To calculate the energy dissipated in an
adiabatic circuit we can use the following calculations.
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Figure 2.1: General structure of adiabatic logic circuits.

Figure 2.2: RC network of adiabatic FET-Based Circuit.

Ri(t) +
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∫
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Vdd

T
t (2.1)

We can apply the Laplace transform on equation 2.1 to arrive at the following
equation.
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After applying the inverse Laplace transform on equation 2.2 we arrive at

i(t) =
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t) (2.3)

After finding the current we can determine the power of an adiabatic circuit using
the following equation.
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To calculate the energy for a period ranging from 0 to T we integrate the previous
power equation from 0 to T.
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Using the assumption that T is >> greater than RC we can estimate the energy
consumption to be

Ediss,adiabatic =
RC

T
CV 2

dd (2.6)

Where T is the period of the adiabatic clock, C is the capacitive load of the output,
and Vdd is the max voltage of the adiabatic clock. By equation 2.6, if the clock period
T is greater than RC then the energy consumption will be lower than a standard
CMOS circuit.

2.1.1 Adiabatic Power Clock Generators

The adiabatic clock generator is an essential component of an adiabatic circuit. Adi-
abatic clocks can come in many forms and can be differentiated by their number of
phases and shapes. For example, an adiabatic clock can produce a two-phase out-
put with a sinusoidal shape or a four-phase output with a trapezoidal shape. In
this dissertation, we will focus on the two-phase and four-phase adiabatic clock gen-
erators. Adiabatic clock generators can further be classified into synchronous and
asynchronous clock generators. Asynchronous clock generators are self-oscillating
without the use of external signals. Asynchronous clock generators have many issues
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such as their frequencies being sensitive to variations in capacitors, increased power
consumption, and are only used to generate two-phase signals. On the other hand,
synchronous clock generators oscillate with the help of external signals to produce
the desired frequency.

The basis for adiabatic clock generators is inductors and capacitors forming an
RLC-based circuit. The clock generator in Figure 2.3 shows a two-phase sinusoidal
clock generator [3]. The clock generator consists of a dual-rail LC oscillator and
cross-coupled pairs of NMOS and PMOS transistors. The clock generator in Figure
2.3 utilizes the capacitance and resistance from the load circuit (labeled as CL and RL)
to generate the resistance and capacitance necessary to generate the RLC oscillator.
Additional capacitance is used to balance the capacitance (labeled as CB) at each
output to improve efficiency.

Figure 2.3: Structure of two-phase adiabatic clock generator. [3]

The frequency of the two-phase adiabatic clock generator is determined by setting
the control signals properly and by following equation 2.7. The control signals used
for the two-phase clock are shown in figure 2.4.

f =
1

2π
√
LC

(2.7)
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Figure 2.4: Control signals necessary to create a synchronous two-phase clock gener-
ator.

The four-phase adiabatic clock generator can be constructed in a similar manner.
The four-phase clock generator is shown in Figure 2.5. The structure is similar to
the two-phase clock generator in that an RLC-based circuit is used to generate the
ramping effect needed for adiabatic circuits. The difference in structure comes from
the clock rail driver. In a four-phase clock generator, the active driving network
consists of a transmission gate and a pair of PMOS and NMOS transistors for each
clock signal. The driver circuit is controlled by various external signals to ensure
synchronous functionality.
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Figure 2.5: Structure of four-phase adiabatic clock generator. [4]

Similar to the two-phase clock generator, the frequency of the clock is determined
by the control signals and equation 2.8 which determines the value of the inductor
and capacitors. The waveform of the control signals is shown in Figure 2.6.

4f =
1

2π
√
LC

(2.8)
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Figure 2.6: Control signals necessary to create a synchronous four-phase clock gener-
ator.

2.2 Correlation Power Analysis Attacks

There are three types of power analysis attacks: Simple (SPA), Differential (DPA),
and Correlation. SPA attacks rely on visually inspecting power traces to steal the
secret key which is not practical when basic defenses are implemented. DPA attacks
use a difference of means approach to determine the secret key. The DPA attack has
the disadvantage of increased noise and slow time to recover a secret key [53]. The
Correlation Power Analysis Attack (CPA) is a powerful side-channel attack that can
reveal a secret key used with an encryption circuit [54]. CPA attacks steal keys by
correlating the dynamic power consumption of circuits with the input transitions and
the encryption keys. To steal the secret key CPA attack finds relationships between
power traces and hypothesized power model typically based on the Hamming Weight
(HW) of the output.

2.2.1 CPA Attack Process

As mentioned previously, CPA attacks attempt to steal device information by corre-
lating power consumption with a power model. One power model that is typically
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Figure 2.7: Correlation Power Analysis attack process.

used is the Hamming Weight (HW) power model. The HW defines the number of
non-zero values in a binary string. For example, in the string 0011 1100, the HW
would be 4. The theory behind using the HW model is that the number of 0’s and 1’s
will strongly correlate with the power consumption of a circuit [53]. The correlation
between the real power consumption and the power model can be calculated using the
Pearson Correlation Coefficient which is defined in equation 2.9. Where COV(x,y) is
the covariance between x and y and Var(x) is the variance of x. The Pearson equation
will take in two data sets and determine if there is a linear relationship between the
two data sets.

ρ(W,P ) =
COV (W,P )√
V ar(W )

√
V ar()

(2.9)

The steps to perform the Correlation Power Analysis Attack are shown in Figure
2.7 and are explained as follows.

1. Produce a cyphertext O from the output of an S-Box which takes in the plain-
text I and the encryption key K. Let Ii be an element in I where i ∈ [0, d−1] and
d is the number of plain texts. Let Kj be an element in K where j ∈ [0, k − 1]
where k is the number of possible keys for an S-Box circuit. For example, a
4-bit S-Box circuit has 24 possible keys. Thus, the cyphertext should take the
following form:

Oi,j = Sbox(Ii ⊕Kj) (2.10)

2. Using the Hamming Weight model discussed previously, construct a hypotheti-
cal power model HW based on the output cyphertext O. Where HW takes the
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form
HWi,j = Hamming Weight(Oi,j) (2.11)

3. Measure and record the real power traces for each input plain text I. The power
consumption should be measured such that a data transition is occurring and
thus we are measuring the dynamic power consumption. For example, if the
input makes a transition at time t = 10ns then samples should be taken both
before and after t = 10ns. The result of this step is a matrix of real power
traces, RPd,n where n is the total number of samples taken.

4. Compare the HW matrix with the RP matrix using the Pearson Correlation
Coefficient equation that was discussed previously. The comparison is made
column by column for both the HW and RP matrix, each element produces a
correlation value. We then can observe the largest value in the correlation ma-
trix to determine which key-value best correlates with the power consumption.

2.2.2 Countermeasures Against CPA attacks

Various countermeasures have been proposed to defend against SPA, DPA, and CPA
attacks since their inception. These defenses can be classified as either hiding or
masking[40]. Hiding-based defenses look to remove the correlation between power
consumption and input transition. One way this can be done is by making the power
consumption uniform no matter what the input is. Masking involves randomizing the
intermediate data values in the encryption circuit such that a correlation cannot be
made with the original data and power.

Countermeasures can further be divided into whether they are circuit-level or
algorithm-level countermeasures. Algorithm-based countermeasures are typically spe-
cific to an encryption algorithm and thus are difficult to automate the design flow.
This thesis will focus on the circuit level countermeasures which can be standardized
and used in any encryption algorithm.

CMOS based CPA-resistant logic styles

There have been various hiding-based CPA-resistant logic styles that have been pro-
posed in the literature such as Sense-Amplifier-Based Logic (SABL) proposed by
Tiri et al.[41]. SABL is based on the principles of dual-rail logic, a single switching
event per cycle, and balanced capacitance networks. The major drawback of SABL
is that an unbalanced capacitance load can lead to data being correlated with power
consumption. This is common as it is difficult to balance capacitance on different
interconnects due to process variations and different fan-outs. Tiri et al. also pro-
posed Wave Dynamic Differential Logic (WDDL)[55] which is a logic design that can
be created using standard cells which is beneficial to the standard and ASIC design
flow. There are many drawbacks that accompany WDDL such as the large area re-
quired, the increased power consumption, differential routing, and the restriction to
only AND and OR gates [56].
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There have also been many masking circuit-level techniques proposed in the lit-
erature. Popp and Mangard have proposed Masked Dual-Rail Pre-Charge Logic
(MDPL)[57] which is a dual-rail logic using majority gates with masked inputs. The
basic idea behind MDPL is to use a True Random Number Generator (TRNG) and
a Pseudo-Random Number Generator (PRNG) block to produce a masked input and
an inverse masked input. The masked values are then used as inputs to a majority
gate to produce a AND value and the inverse masked values are used as inputs to a
second majority gate to produce a NAND value. There are some drawbacks to using
MDPL such as the extra area and power overhead necessary to create the masked
values. Further, MDPL can only create AND and NAND gates and thus other gates
must be created using those gates. Another masked logic is the Dual-Rail Random
Switching Logic (DRSL)[58] which is similar to MDPL in that it is a dual-rail logic
that utilizes masked inputs to remove the correlation with the power consumption.
In the case of both MDPL and DRSL, it has been shown that they are both still
vulnerable to power analysis attacks by attacking the flip-flops used within the logic
circuits [59].

Adiabatic based CPA-resistant logic styles

Adiabatic logic is a low-energy design technique that utilizes time-varying voltage
sources to reduce the energy consumption of circuits. Adiabatic logic circuits can
also be designed in such a way that they are resistant to power analysis attacks.

Secure Adiabatic Logic (SAL) is an adiabatic logic design that creates energy-
efficient and CPA-resistant circuits [60]. A major drawback of SAL is that it requires
eight separate clocks to operate. The interconnection area and clock design for an
eight-clock network are very difficult and thus not practical for implementation in
IoT devices. Numerous four-phase adiabatic logic designs have been implemented
as CPA-resistant circuits. Symmetric Adiabatic Logic (SyAL)[61] was created by
Choi et al by modifying an existing adiabatic architecture known as efficient charge
recovery logic (ECRL) [62]. The idea behind SyAL involves creating a FET network
such that the number of transistors that are off and on is balanced in each network.
Further, a bridge FET is added so that the supply current is not affected by previous
data. Charge-Sharing Symmetric Adiabatic Logic (CSSAL) [63] is another adiabatic
circuit proposed by Monteiro et al. also utilizes the idea of charge sharing to create
a CPA-resistant circuit. The operation of CSSAL involves using a bridge transistor
to charge share between the dual outputs and a discharge transistor to discharge the
internal capacitance to ground. Kumar et al. have presented a low-energy, CPA-
resistant adiabatic logic circuit known as Energy-Efficient Secure Positive Feedback
Logic (EE-SPFAL) [64]. The proposed circuit is a modified implementation of another
adiabatic logic family known as Positive Feedback Adiabatic Logic[65]. The basis of
EE-SPFAL is that the evaluation networks are balanced such that the number of
transistors that are on is equal. Further, discharge transistors are used to ensure
that all internal capacitances are discharged to ground at the end of each cycle. One
issue common among the four-phase CPA-resistant adiabatic circuits is that the clock
generator and interconnect networks are complex and thus difficult to implement in
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the chip design flow.

2.2.3 Quantifying a Circuits Resistance Against Power Analysis Attacks

It is important to quantify a circuit’s resistance against power analysis attacks in
order to properly compare various proposed countermeasures. To that end, we in-
troduce two common proposed metrics used in the literature to compare circuit-level
countermeasures against power analysis attacks. The two metrics discussed include
Normalized Energy Deviation (NED) and Normalized Standard Deviation (NSD).

Normalized Energy Deviation

NED is a metric used to quantify how much the power consumption varies depending
on the input transitions. NED can be defined as

NED =
Emax − Emin

Emax

(2.12)

NED determines the normalized difference between the minimum and maximum
power consumption. For example, a 2-input logic gate has 16 possible input tran-
sitions (0-0, 0-1, 1-1, 1-0 for each input), and each transition results in different
power consumption. NED takes the max and min of those power consumption and
determines the normalized difference. This metric tells us how much the power con-
sumption varies within a circuit. The ideal NED value would be 0 which would
represent no change in the power consumption.

Normalized Standard Deviation

NSD is another metric used to determine how resilient a circuit is against power
analysis attacks. NSD can be defined as

NSD =
σe

E
(2.13)

Where σe is the standard deviation of the power consumption and E is the average
energy consumption. NED only uses the max and min power consumption while NSD
utilizes each of the power consumption that results from each input transition. The
lower the power variation, the lower the standard deviation will be, and thus the more
a circuit will theoretically be secure against power analysis attacks.

2.3 Magnetic Tunnel Junctions (MTJ) and hybrid CMOS/MTJ circuits

2.3.1 Magnetic Tunnel Junctions

Magnetic Tunnel Junctions (MTJ) are non-volatile spintronic-based memories. The
structure of MTJs consists of two ferromagnetic (FM) layers and a thin oxide layer
that separates the two FM layers [66]. For MTJs to act as storage elements, one of
the FM layers is fixed to a certain magnetization (referred to as the fixed layer) while
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Figure 2.8: Structure of Magnetic Tunnel Junction with Spin Transfer Torque (STT)
switching.

the remaining layer (referred to as the free layer) is free to take either a parallel or
anti-parallel magnetization with respect to the fixed layer [67].

This can be seen in Figure 2.8 as the bottom layer of the MTJ is fixed and
the top layer is free to take a direction either parallel or anti-parallel to the fixed
layer. Information is stored in the form of resistance differences between the two
orientations of the MTJ. If the MTJ shows a parallel magnetization (RP ) then it
will have lower resistance than when it has an anti-parallel magnetization (RAP )
[68]. The parallel resistance can be determined by equation 2.14. An important
property of MTJs is the tunnel magnetoresistance ratio (TMR) which is given as
TMR = (RAP −RP )/RP . MTJs with higher TMR have been shown to have greater
reliability and implementation capability in high-speed MRAM [69, 70]. Table 2.1
contains the MTJ device parameters used to describe the MTJs functionality [11]. In
Table 2.1, σ represents a variable that follows a Gaussian distribution with σ = 3%.

Rp =
tox

F · ψ
1
2 · Area

· exp(coef · tox · ψ
1
2 ) (2.14)

2.3.2 Hybrid CMOS/MTJ Circuits

Logic-in-Memory (LiM) is a promising solution to reduce the energy and delay of
circuits. LiM looks to reduce delay and energy by placing the logic and memory
in the same blocks to avoid the long interconnects between logic and memory that
are typically found. For LiM to come to fruition, the memory portion should be
non-volatile, have low read/write latency, and should have a strong endurance [71].
All of these characteristics are found within MTJs which makes them a promising
choice for LiM applications. The structure of the LiM is shown in Figure 2.9. The
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Table 2.1: Magnetic Tunnel Junction parameters used in simulations [11]. σ repre-
sents a parameter that follows a Gaussian distribution with σ = 3%.

Parameter Description Value

tsl Thickness of free layer σ1.3nm
a Length of surface long axis 40nm
b Width of surface short axis 40nm
tox Thickness of the Oxide barrier σ0.85nm

TMR Tunnel Magnetoresistance ratio σ200%
RA Resistance Area Product 5 Ωµ2

Area MTJ layout surface 40nm x 40nm x π
4

Rp Parallel resistance 6.21 kΩ
Rap Anti-parallel resistance 18.64 kΩ

structure consists of a Pre-Charged Sense Amplifier (PCSA) which is used to sense
the resistance differences in the MTJs. Further, it consists of a dual-rail CMOS logic
network and a writing circuit to switch the MTJs by applying a current greater than
the switching current of the MTJs.

There have been numerous LiM CMOS/MTJ circuits proposed in the literature.
Deng et al. have proposed a low-power CMOS/MTJ full adder and various logic
gates that follow the standard structure shown in Figure 2.9 [5]. The circuit con-
sists of a pre-charged sense amplifier, evaluation transistors, and two MTJs set in
complementary states. Deng et al. proposed XOR/XNOR circuit is shown in Figure
2.10. Following the same implementation structure, many other circuits have been
proposed. Barla et al. have proposed an Arithmetic Logic Unit (ALU) based on
the principles of CMOS/MTJ circuits [72]. The proposed design is able to perform
addition and logical operations which can be selected by predefined Opcodes.

One of the major issues with CMOS/MTJ circuits is that the switching of the
MTJs consumes substantial power and thus can allow an adversary to perform a
power analysis attack on the circuit[73]. Kumar et al. proposed a modification of
the CMOS/MTJ circuit proposed by Deng et al [73]. The modified circuit adds
a transistor that cuts off supply to VDD when MTJs are being written to. This
ensures that information is not leaked when MTJs are switched and thus the circuit
consumes uniform power consumption. The drawback of this proposed design is that
the transistors used to pre-charge the outputs must be up-sized to ensure correct
operation which leads to added area.

2.4 Physically Unclonable Functions

Physically Unclonable Functions (PUF) can be thought of from a high-level perspec-
tive as a block box that takes in an input and outputs a specific random value. The
inputs into a PUF are known as challenges and the outputs of the PUF are known
as responses, this forms a challenge-response pair (CRP) for each PUF. The idea of
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Figure 2.9: General structure of Hybrid CMOS-MTJ circuits (© 2021 IEEE).

PUF generation is exemplified in Figure 2.11. Even if two PUFs are theoretically the
same, the outputs should theoretically be different. This is because the basic idea
behind PUFs is they use process variation that exists between different devices to give
the device a unique digital fingerprint. For example, the threshold voltage between
two “identical” transistors will be slightly different from chip to chip because of the
variation that occurs during fabrication. PUFs can be classified into two categories,
strong and weak. Strong PUFs are PUFs that have a large number of CRPs while
weak PUFs have a limited number of CRPs. Both strong and weak PUFs should be
designed such that there is a small likely hood that two responses are the same.
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Figure 2.10: Example of hybrid CMOS/MTJ circuit [5].
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Figure 2.11: Identical PUFs result in different responses.

2.4.1 PUF Evaluation Metrics

It is important to validate the security of our proposed PUF using metrics common
to other proposed PUFs. To that end, we introduce three standardized metrics that
are common in literature for evaluating the effectiveness of the PUFs: uniqueness,
uniformity, and reliability [74, 75].

Uniqueness

The uniqueness of a PUF is used to determine how different one PUF instance is from
another. The ideal uniqueness value is 50%. Uniqueness is defined as

Uniqueness =
k

k(k − 1)

k−1∑
i=1

K∑
j=i+1

HD(Ri, Rj)

n
· 100 (2.15)

Where Ri and Rj are two different PUF instances, HD is the hamming distance
between the two instances, k is the number of PUF instances, and n is the bit length
of the PUF response. In our testing, we use k = 200 and n = 128.

Uniformity

Uniformity tells us the number of 0’s and 1’s in a PUF response. An ideal uniformity
is 50% which reflects an equal number of 0’s and 1’s in the response. Uniformity is
defined as
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Uniformity =
1

n · k

k−1∑
i=1

ri,l · 100 (2.16)

Where n is the bit length of the response, k is the number of PUF instances, and ri,l
is the lth bit from the instance i.

Reliability

Reliability tells us how the PUF response changes as environmental parameters change
such as temperature and supply voltage. Reliability is defined as

Reliability = 100− 1

k

k∑
i=1

HD(Ri, R
′
i,t)

n
(2.17)

Ri is the response of a golden PUF that is used as a comparison to determine how
much the response has changed. R

′
i,t is the response of the PUF that is affected by

the environmental change. The ideal value of reliability is 100% which represents no
changes between the golden PUF and the PUF in non-ideal conditions.

2.4.2 PUF Design Taxonomy

Various PUFs have been proposed in the literature, Figure 2.12 shows the taxonomy
of PUFs and example PUFs that make up the taxonomy. The majority of PUFs are
contained within the Silicon PUF class. Further, the focus of this thesis will also be
on silicon-based PUFs.

Figure 2.12: PUF taxonomy.
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Silicon PUFs can typically rely on manufacturing variation that typically result
in variations of gate delays and threshold volatages of the transistors. Silicon PUFs
can take many forms such as the arbiter [76, 76], ring oscillator [77], SRAM [6],
butterfly[6], latch [48], and flip-flop [78]. The aforementioned PUFs will now be
briefly described.

1. Arbiter The arbiter PUF is a silicon PUF that relies on gate delay variation
because of process variation to produce a response. The structure of the arbiter
PUF consists of two delay paths of theoretically equal lengths. Due to gate
delay variation, one of the paths will have a slightly lower delay and thus will
produce a response of 0 or 1. One of the main drawbacks of the arbiter PUF
is it is difficult to design multiple circuits with equal delay paths which are
important for the functionality of the arbiter PUF.

2. Ring Oscillator The ring oscillator PUF is a weak PUF that also uses the
variation in gate delay to generate a response. The basis of ring oscillator PUFs
is that multiple instances are created and as a result of gate delay, the instances
will have varying frequencies. These frequencies are compared to generate a
response bit. A drawback of ring oscillator PUFs is that environmental changes
affect the frequency of the ring oscillators and thus the reliability is lowered.

3. SRAM The SRAM PUF is a weak PUF that utilizes variation in the threshold
voltage to generate a response. The structure of the SRAM PUF is shown in
Figure 2.13. On startup, the two PMOS transistors that make up the SRAM
will begin charging, however, one of the FETs will have a lower threshold voltage
and thus charge faster than its counterpart. This will cause one of the outputs
to be pulled to logic 1 and the other output to logic 0.
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Figure 2.13: CMOS SRAM-based PUF where Vth changes because of process varia-
tions. [6].
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Chapter 3

2-Phase Energy-Efficient Secure Positive Feedback Logic

Dynamic power consumption is one of the major sources of power consumption within
an integrated circuit. Dynamic power consumption becomes a major issue in area
and battery-contained devices such as IoT devices. Thus, in this chapter, we look to
reduce the dynamic power consumption and create a CPA-resistant circuit through
the use of adiabatic logic. Adiabatic logic is a low-energy design technique that
utilizes energy recovery principles through time-varying clocks. This chapter presents
our work on 2-Phase Energy-Efficient Secure Positive Feedback Adiabatic Logic (2-
EE-SPFAL). 2-EE-SPFAL utilizes a two-phase power clock to reduce the dynamic
energy consumption of a circuit. Further, 2-EE-SPFAL is designed in such a way
that it is resistant to CPA attacks. In this chapter, we show that 2-EE-SPFAL saves
between 76.5% and 21.3% energy consumption at frequencies between 100kHz and
25MHz when compared with its CMOS counterpart. Further, we demonstrate that
2-EE-SPFAL is secure against power analysis attacks by performing a CPA attack on
an encryption circuit implemented with 2-EE-SPFAL. The key could not be recovered
when using 2-EE-SPFAL, however, when using CMOS the key could be stolen.

The research work presented in this chapter was previously published in [7] as
Kahleifeh, Zachary, and Himanshu Thapliyal. ”Adiabatic logic based energy-efficient
security for smart consumer electronics.” IEEE Consumer Electronics Magazine 11.1
(2020): 57-64., © 2020 IEEE.

3.1 2-EE-SPFAL: PROPOSED 2-PHASE ENERGY EFFICIENT SECURE
POSITIVE FEEDBACK LOGIC

Energy-Efficient Secure Positive Feedback Adiabatic Logic (EE-SPFAL) is a recently
proposed low energy and CPA resistant logic family [64]. Figure 3.1 shows the general
structure of a 2-EE-SPFAL adiabatic circuit. The structure consists of two balanced
evaluation networks. The structure also consists of cross-coupled inverters acting as
a sense amplifier. Finally, the discharge transistors are used to reset the output so
that the power consumption remains uniform. EE-SPFAL was originally constructed
with a 4-phase trapezoidal clocking scheme. In this chapter, we present the 2-phase
design of EE-SPFAL using sinusoidal power clocks. For 2-phase EE-SPFAL to work
properly and be CPA resistant, adjustments are made to the clocking scheme and
discharge signals.

Figure 3.2 shows the proposed sinusoidal clocking scheme. It consists of two
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Figure 3.1: General structure of 2-EE-SPFAL circuit (© 2022 IEEE).

sinusoidal waves 180° out of phase. The clocking scheme consists of an “evaluate”
phase in which the power clock is rising and a “recover” phase in which the power
clock is falling. There are two discharge signals, one for each clock. The period and
delay of the discharge signals are equal to their respective clocks.

Using two clocks rather than four results in multiple benefits. Namely, two clocks
reduce the amount of area and complexity required to generate the power clock. Take
the 4-phase clock generator in [4] and the 2-phase clock generator in [79] as a case
study. The 4-phase design consumes a substantial area and requires a more complex
design than the 2-phase design.

The 4-phase clocking scheme also leads to a more complicated routing scheme.
Using 4-phases requires four separate interconnects when four or more gates are cas-
caded. Take the four buffers seen in Figure 3.3a as a case study, in the 4-phase case,
eight separate interconnects are required for the circuit to operate correctly while in
the 2-phase case only four interconnects are needed.

3.2 2-Phase Adiabatic Power Clock Generator

This section discusses the energy-efficient adiabatic Power Clock Generator (PCG)
which is used to operate 2-EE-SPFAL. The PCG uses an external inductor and the
load of the adiabatic circuit to generate the waveforms. There are many existing clock
generators, for this case study, we have used the 2N-2P synchronous clock generator
discussed in [3]. The timing diagram of the controlling external signals is shown in
Figure 3.4. From Figure 3.4, we developed the novel way for discharge and discharge
signals to have dual-function: (i) control signals for the clock generator, and (ii)
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Figure 3.3: Design of four buffers using 4-phase clocking and 2-phase clocking (©
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discharge control for the adiabatic logic circuit. The proposed dual-function reduces
the number of external signals necessary for operation.

3.3 Demonstration of 2-EE-SPFAL Security and Energy Efficiency

Each 2-EE-SPFAL gate results in a half-cycle delay. Thus, additional buffers are
inserted in 2-EE-SPFAL circuits to synchronize the outputs.

We evaluate two criteria to determine the energy efficiency and security of 2-
EE-SPFAL. The criteria Normalized Energy Deviation (NED) is defined as (Emax -
Emin)/Emax. NED is used to indicate the percent difference between the minimum
and maximum energy consumption of the possible input transitions. A second pa-
rameter, Normalized Standard Deviation (NSD), is defined as σe

E
where σe is the

standard deviation of the energy dissipated by the circuit per input transition and
E is the average energy dissipation. Both NED and NSD are important parameters
when determining circuit resilience to CPA attacks. NED and NSD values reported
in this chapter are calculated with the integration of the power clock generator.

Table 3.1 show the simulated and calculated parameters for the 2-EE-SPFAL
NAND and XOR implementation at 12.5 MHz with the integrated clock generator.
The low NED and NSD calculations show that 2-EE-SPFAL has minimal energy
consumption changes between the input transitions. From Table 3.1, it can also be
seen that the XOR gate of 2-EE-SPFAL has lower values of NED and NSD compared
to the NAND gate.

From Figure 3.5, we can observe that regardless of input combination, the current
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Table 3.1: Simulation and calculation results for NAND and XOR gates.

Parameter 2-EE-SPFAL (NAND) 2-EE-SPFAL (XOR)

Emin(fJ) 2.94 2.86
Emax(fJ) 3.02 2.87
Eavg(fJ) 2.99 2.87
NED (%) 2.6 0.21
NSD (%) 0.75 0.08
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Figure 3.5: Uniform current consumption of the 2-EE-SPFAL XOR gate (© 2022
IEEE).

consumption of the XOR gate is nearly constant. The small variations in current
results in minimal NED and NSD values and thus are theoretically more resistant to
Correlation Power Analysis (CPA) attacks.

Furthermore, we examined the relationship between NED/NSD, frequency, and
output load values. The relationships can be seen in Figures 3.6a and 3.6b. We
can observe that as frequency increases NED/NSD values also increase. The same
relationship can be seen between NED/NSD and load. As the output load surpasses
60 fF the NED/NSD values begin to increase. When designing circuits one should
take into consideration these relationships to prevent information leakage.
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Figure 3.6: Relationship between NED/NSD, frequency, and load for 2-EE-SPFAL
XOR/XNOR gate (© 2022 IEEE).

Figure 3.7: One round of PRESENT-80 implemented in 2-EE-SPFAL.
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Figure 3.8: Uniform current traces of PRESENT-80 implemented with 2-EE-SPFAL
and clock generator (© 2022 IEEE).

3.4 A Specific Case Study on PRESENT-80

3.4.1 PRESENT: A lightweight encryption

PRESENT [80] is a lightweight cipher. PRESENT has low area overhead which
makes it an ideal candidate for smart electronic circuits that look to balance area
and security. PRESENT supports key lengths of 80 or 128 bits. As the goal of this
chapter is low energy, we decided to use an 80-bit key.

PRESENT-80 implemented in CMOS is susceptible to side-channel attacks such
as Correlation Power Analysis (CPA). Many countermeasures against CPA attacks
are not suitable for smart electronic devices as they consume large amounts of power
thus we explore designing PRESENT-80 using 2-EE-SPFAL.

3.4.2 2-EE-SPFAL Implementation of PRESENT-80

CMOS implementation of PRESENT-80 is susceptible to Correlation Power Analysis
(CPA) attacks and consumes large amounts of energy and thus is not suitable for
low power smart electronic devices. In this section, we discuss the implementation
of one round of PRESENT-80 with 2-EE-SPFAL. 2-EE-SPFAL requires two sinu-
soidal clocks 180° out of phase. Figure 3.7 shows the implementation of 1-round of
PRESENT 80. The AddRoundKey stage is operated by ϕ1, the S-Box stage consists
of both ϕ1 and ϕ2 where ϕ1 and ϕ2 are the two respective power clocks.

PRESENT-80 implemented with 2-EE-SPFAL and an integrated clock generator
leads to more secure operation from uniform current consumption as seen in Figure
3.8. The uniform current traces during the operation of PRESENT-80 will prevent
information leakage as we will see when a Correlation Power Analysis is performed.
Figure 3.9 and Table 3.2 show the energy per cycle of both the CMOS and 2-EE-
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Figure 3.9: Energy per cycle of PRESENT-80 implemented in CMOS and 2-EE-
SPFAL (© 2022 IEEE).

SPFAL implementation of PRESENT-80 as a function of frequency. From Figure
3.9 and Table 3.2 we can see that when using sinusoidal power clocks, 2-EE-SPFAL
consumes less energy than its CMOS counterpart through 25MHz. We can see that
at 12.5MHz, there is an average energy saving of 24.67% between CMOS and 2-EE-
SPFAL-based designs. From 100 kHz to 25 MHz, our results show an average energy
saving of 76.5% to 21.3% between CMOS and 2-EE-SPFAL with a clock generator
implemented.

Table 3.2: Energy per cycle of one round of PRESENT-80 implemented with CMOS
and 2-EE-SPFAL.

Energy Per Cycle (pJ) 100kHz 500kHz 1MHz 5MHz 10MHz 12.5MHz 25MHz
CMOS 1.1 0.54 0.46 0.41 0.40 0.40 0.40

2-EE-SPFAL 0.27 0.25 0.25 0.27 0.30 0.30 0.31

3.4.3 CPA Attack on PRESENT-80

2-EE-SPFAL-based implementation of PRESENT-80 has been shown to reduce en-
ergy when compared to CMOS. However, it is important to validate the security of
2-EE-SPFAL. The S-Box layer of PRESENT-80 is chosen as the attack point (Fig-
ure 3.7). The CPA attack is performed by following the steps described in [81]. The
simulation was performed at 12.5MHz with a 100 fF load. The sinusoidal wave imple-
mentation of 2-EE-SPFAL was used as the test circuit. Practical CPA attacks usually
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(a) Successful CPA attack on CMOS based implementation of 1 round of PRESENT-80.
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(b) Unsuccessful CPA Attack on 2-EE-SPFAL based implementation of 1 round of
PRESENT-80.

Figure 3.10: Correlation power analysis performed on both CMOS and 2-EE-SPFAL
implementation of PRESENT-80 (© 2022 IEEE).

require greater than 100,000 traces to be successful. However, we are performing a
simulation that is absent from electrical noise and therefore we require much fewer
traces. We have chosen 80 samples per clock period thus we will sample every 1ns
assuming a clock period of 80ns. 5120 input traces were necessary to complete a
successful CPA attack on the CMOS-based design of PRESENT-80. Figure 3.10a
shows a successful CPA attack on a CMOS implementation of PRESENT-80.

While the CMOS key was revealed in 5120 traces, the 2-EE-SPFAL implemen-
tation of PRESENT-80 did not reveal the key in greater than 12,000 traces. Fig-
ure 3.10b shows an unsuccessful CPA attack against the 2-EE-SPFAL implemented
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PRESENT-80. This case study shows that 2-EE-SPFAL is a promising candidate for
secure and low-energy smart electronic devices.

3.5 Conclusion

In this chapter, we have demonstrated the applicability of secure 2-phase adiabatic
logic as a novel computing paradigm to design low-energy and secure smart electronic
devices. One round of PRESENT-80 is designed using both standard CMOS and
adiabatic design principles as a case study. The circuits were analyzed and simulated
using Cadence Spectre. The results show significant energy savings between the
adiabatic design and the CMOS design. Along with energy savings, the adiabatic
implementation of PRESENT-80 was able to keep the key secret when a Correlation
Power Analysis attack was performed on the circuit.
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Chapter 4

Energy-Efficient Adiabatic Magnetic Tunnel Junction Logic for secure
and low energy IoT devices

Dynamic and static power consumption are major sources of power within modern
integrated circuits. Adiabatic logic is a design technique that can be used to re-
duce the dynamic power consumption of a circuit. To reduce the static power, we
look to an emerging memory device known as Magnetic Tunnel Junctions (MTJs).
MTJs can replace the standard Bulk-MOSFET and capacitive-based memories that
leak substantial current. Thus, in this chapter, we introduce a Logic-in-Memory ar-
chitecture that reduces dynamic power with adiabatic logic and static power with
MTJs. The proposed Energy-Efficient Adiabatic CMOS/MTJ Logic (EE-ACML) is
low energy and designed in such a way that it is CPA-resistant. The proposed im-
plementation of PRESENT using EE-ACML reduces energy consumption between
66.99% and 86.58% at frequencies between 12.5MHz and 100MHz when compared
with a CMOS/MTJ design proposed in the literature. Further, we demonstrate the
resilience of the circuit against power analysis attacks by unsuccessfully stealing a
secret key while performing a CPA attack.

The research work presented in this chapter was previously presented in [52] as
Kahleifeh, Zachary, and Himanshu Thapliyal. ”EE-ACML: Energy-Efficient Adia-
batic CMOS/MTJ Logic for CPA-Resistant IoT Devices.” Sensors 21.22 (2021): 7651.
© 2021 MDPI and [51] as Kahleifeh, Zachary, and Himanshu Thapliyal. ”Low-Energy
and CPA-Resistant Adiabatic CMOS/MTJ Logic for IoT Devices.” 2021 IEEE Com-
puter Society Annual Symposium on VLSI (ISVLSI). IEEE, 2021.

4.1 Proposed Energy-Efficient Adiabatic CMOS/MTJ Logic (EE-ACML)

This section introduces the generic structure of our proposed Energy-Efficient Adia-
batic CMOS/MTJ Logic (EE-ACML) and its operation. The proposed AND/NAND
gate circuit can be seen in Figure 4.1. We can see that the structure consists of an
adiabatic clock connected to a 2P2N Sense Amplifier. T1-T4 makes up the NMOS-
only evaluation network connected to two MTJs (MTJ1 and MTJ2) with parallel and
antiparallel configurations. Finally, transistors T5 and T6 are used to discharge any
current stored in the load capacitors at the end of a clock cycle (When VPC is 0).
A single EE-ACML gate requires two signals to operate correctly, a two-phase adia-
batic clock and a discharge signal. When more than two gates are cascaded together,
EE-ACML requires two sinusoidal clocks 180◦ out of phase as well as two discharge
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Figure 4.1: Proposed Energy-Efficient Adiabatic CMOS/MTJ AND/NAND gate.

signals in phase with the respective clocks. The complete adiabatic clocking waveform
used to operate EE-ACML is shown in Figure 4.2.

4.1.1 Proposed adiabatic CMOS/MTJ operation

This section will explain the operation of EE-ACML. The operation will be explained
with the AND/NAND gate seen in Figure 4.1.

Discharge stage

At the start, we will assume that A = 1, MTJ1/B = 1, discharge = 1, and VPC = 0.
The operation is illustrated in Figure 4.3a. When the discharge signal is 1, T5 and
T6 are on and thus MP2 is connected to ground through T1 and T5. When MP2 is
on, AND follows VPC which is currently 0. When AND is at 0, MP1 is also turned
on and thus NAND is also at 0.
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Figure 4.2: CPA-resistant two-phase adiabatic logic clocking scheme used in EE-
ACML [7].

Evaluate Phase

In this phase, the inputs remain at their current values. Discharge is now 0 and VPC
begins to rise from 0 to 1. The operation of this stage is illustrated in Figure 4.3b.
AND and NAND both rise with VPC, however, due to the difference in resistance
between MTJ1 and MTJ2, one path will conduct more current. In this case, MTJ1
has lower resistance, and thus more current will flow through MP1. This will cause
MP2 to turn off and MN2 to turn on. AND will rise with VPC to its peak value
while NAND will pull down to logic 0 through MN2.

Recover Phase

The operation of this stage is illustrated in Figure 4.3c. In this phase, VPC begins
to drop from VDD to GND. At this point AND is at VDD and thus has a higher
potential than VPC. Current will begin to travel from the high potential node to the
low potential node at VPC. Charge is stored in the inductors and capacitors that
make up the clock to be reused again in the next cycle and thus energy is recovered.
At the end of the phase, the discharge signal will go to VDD to remove any remaining
charge in the load capacitors.

4.1.2 Low Energy and Secure EE-ACML PRESENT Implementation

To show the energy efficiency and security of our proposed EE-ACML we will use
the lightweight block cipher PRESENT as a case study [80]. Battery-operated IoT
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Figure 4.3: Operation of the proposed Energy-Efficient Adiabatic CMOS/MTJ
AND/NAND.

devices have tight energy and area constraints thus the lightweight PRESENT is
an ideal choice for these devices. In this chapter, we will demonstrate the energy
efficiency and security of our proposed design using the 80-bit version of PRESENT.
PRESENT has 31 rounds and consists of three stages: add round key, substitution
layer, and a permutation layer. In this chapter, we will design 1 round to demonstrate
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energy efficiency and security.

Substitution-Box

One of the components of PRESENT is the substitution box (S-box) which performs
a non-linear substitution. When implemented with CMOS, the S-box is prone to
Correlation Power Analysis Attacks (CPA). Thus, we look to implement the S-box
with the proposed EE-ACML. In applications where data switches frequently the
energy consumption of MTJ-based circuits is high as a result of the write energy [82].
With this in mind, we intend to design our S-box using a Look-Up-Table (LUT) based
structure so we only have to write to the MTJs once. The structure of the proposed
S-box is shown in Figure 4.4. The MTJs contain the outputs to the S-box which are
constant and thus do not need to be switched [80].
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S0S0

GND
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Sense Amplifier

CMOS Logic
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Figure 4.4: Proposed EE-ACML Look-Up-Table (LUT).

47



CL CL

VPC

A

B
B

A

B B

GND

Discharge

XOR XNOR

M1 M2

M3 M4

M5 M6

M7 M8 M9
M10

M11 M12

Figure 4.5: 2-EE-SPFAL XOR Gate used to implement the add round key stage of
PRESENT [7].

Add Round Key (XOR) Layer

Another component of PRESENT is the add round key layer which consists of an
array of XOR gates. The CMOS/MTJ implementation of PRESENT utilizes a
CMOS/MTJ-based XOR gate and thus cannot switch data often unless it pays a
large energy penalty. In our implementation, we have designed our XOR gate us-
ing 2-EE-SPFAL [50]. 2-EE-SPFAL is a recently proposed two-phase CPA resistant
adiabatic circuit. The two-phase clocking scheme allows for 2-EE-SPFAL to work in
tandem with EE-ACML. Utilizing the 2-EE-SPFAL XOR gate means we can switch
data frequently without having to worry about large energy consumption. The 2-EE-
SPFAL XOR gate can be seen in Figure 4.5.

4.2 Results

This section presents the results of EE-ACML with the clock generator implemented.
Simulations are performed using the Cadence Spectre simulator with 45nm standard
CMOS technology. We have designed our circuits such that the MTJ switching is at
a minimum thus we model our MTJs using a resistor. The resistance is determined
by the models provided in [11] and the parameters shown in Table 4.1.

4.2.1 Analysis of Energy-Efficiency of the Proposed EE-ACML with In-
tegrated Power Clock Generator

In this section, we examine the effect the adiabatic power clock generator has on EE-
ACML. In our first study, we examine the effects of change in frequency and inductor
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Table 4.1: Magnetic Tunnel Junction parameters used in simulations.

Parameter Description Value

tsl Thickness of free layer 1.3nm
a Length of surface long axis 40nm
b Width of surface short axis 40nm
tox Thickness of the Oxide barrier 0.85nm

TMR 0.Tunnel Magneto Resistance ratio 150%
RA Resistance Area Product 5Ωµ2

Area MTJ layout surface 40nm x 40nm x π/4
Rp Parallel resistance 6.21 kΩ
Rap Antiparallel resistance 18.64 kΩ

Table 4.2: One round of PRESENT inductor and capacitor values at various frequen-
cies.

Frequency Capacitor (fF) Inductor (µH)

12.5M 351.67 921.96
25M 351.67 230.49
50M 351.67 57.62
100M 351.67 14.40

on energy per cycle. In this analysis, the capacitor is kept constant while the inductor
is changed based on equation 4.1.

f =
1

2π
√
LC

2

(4.1)

The capacitor and inductor values used in our simulations are shown in Table 4.2.
The results of our analysis can be seen in Figure 4.6 and in Table 4.3. At 25 MHz
and a capacitor and inductor value of 351.67 fF and 230.49 µH, our proposed circuit
consumes 157.81 fJ/Cycle while the CMOS/MTJ implementation consumes 482.0
fJ/Cycle. This results in 67.25% energy savings between the two implementations
of PRESENT. At 100 MHz and an inductor value of 14.40 µH, our proposed circuit
consumes 459.56 fJ/Cycle which results in energy savings of 86.58%.

In our next study, we keep a constant frequency and vary the capacitor and induc-
tor values to determine the effect on energy per cycle. Different values of inductors
and capacitors result in varying power consumption of the RLC clock generator which
can be seen in equation 4.2. Equation 4.2 gives the power consumption of a resonant
RLC circuit in which L and ω0 vary with inductance and capacitance.

Pavg =
V 2Rω2

R2ω2 + L2(ω2 − ω2
0)

2
(4.2)
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Table 4.3: One round of PRESENT energy per cycle (fJ/Cycle) of EE-ACML and
CMOS/MTJ [12]

Frequency EE-ACMLCMOS/MTJ [12]Energy Savings (%)

12.5M 162.25 491.56 66.99
25M 157.81 482.00 67.25
50M 114.71 465.62 75.36
100M 61.19 459.56 86.58
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Figure 4.6: Energy per cycle comparison between proposed EE-ACML and
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Thus, we theorize that the energy per cycle trend seen in Figure 4.7 is a result of
the changing capacitors and inductors and thus the power of the RLC circuit.
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Figure 4.7: Effect of different inductor and capacitor values on energy consumption.

The adiabatic clock generator can also affect the security of our adiabatic CMOS/MTJ
circuit. We vary the inductor and capacitor to determine the effect it has on Nor-
malized Energy Deviation and Normalized Standard Deviation. The results can be
seen in Figure 4.8. From Figure 4.8 we can see that the NED and NSD values peak
at a certain inductor and capacitor values. We theorize that this is a result of the
RLC power clock generator having higher power consumption at these inductor and
capacitor values thus causing more variation in overall power consumption. We can
conclude that there is a certain capacitor and inductor value that will result in a more
robust countermeasure against CPA attacks.

4.2.2 Device Count of Proposed Energy-Efficient Adiabatic CMOS/MTJ
Logic

The area consumption is an important metric when designing integrated circuits for
IoT devices thus in this section we will present the device count of EE-ACML.

Table 4.4 shows the device count for various CMOS, CMOS/MTJ, and EE-ACML
circuits. We can see that the EE-ACML AND/NAND gate has one less transistor
than the CMOS/MTJ-based AND/NAND gate. The CMOS/MTJ substitution box
has 4 extra transistors when compared to the EE-ACML substitution box.

We also recorded the number of transistors for one round of PRESENT. The
CMOS/MTJ implementation of PRESENT has 4 fewer transistors than the EE-
ACML implementation. This is because the CMOS/MTJ implementation uses the
CMOS/MTJ XOR/XNOR gate while the EE-ACML implementation uses the 2-EE-
SPFAL based XOR/XNOR gate which has more transistors. The trade-off of using
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Figure 4.8: Effect of changing capacitor and inductor on NED and NSD.

the MTJ-based XOR/XNOR gate is it cannot be switched frequently without con-
suming substantial energy. EE-ACML uses fewer transistors than the CMOS imple-
mentation of PRESENT. This is because flip-flops are added to each CMOS output
to synchronize the outputs.

4.2.3 Analysis of Security of the Proposed EE-ACML S-Box

In this chapter, we simulate and record the energy numbers of the PRESENT substitu-
tion box to calculate Normalized Energy Deviation (NED) and Normalized Standard
Deviation (NSD) values. Our simulations and results are with the adiabatic clock
generator implemented. Table 4.5 shows the NED and NSD values for EE-ACML as
well as a CMOS/MTJ S-box [12] and a purely adiabatic circuit 2-Energy Efficient-
Secure Positive Feedback Adiabatic Logic (2-EE-SPFAL)[7]. From Table 4.5 we can
see that our proposed adiabatic CMOS/MTJ circuit consumes average energy of 41.6
fJ while the CMOS/MTJ implementation consumes 78.2 fJ and the 2-EE-SPFAL
circuit consumes 35.2fJ at 12.5 MHz. Furthermore, our proposed S-box has a NED
value of 0.0011 and an NSD value of 0.002, both lower than the CMOS/MTJ and
2-EE-SPFAL implementation of the PRESENT S-box.

4.3 Correlation Power Analysis Attack on EE-ACML Based PRESENT

In this section, we will demonstrate EE-ACML-based PRESENT resilience against
a CPA attack. The adiabatic clock generator is implemented again to determine if
the circuit remains secure. As the key is used for the operation of the substitution
box, it will be used as the attack point. The CPA attack is performed by following
the steps described in [81]. The simulation was performed at 12.5 MHz with a key
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Table 4.4: Device counts of various CMOS, CMOS/MTJ, and EE-ACML based cir-
cuits.

Logic Family Logic Gate Transistor Count

Proposed EE-ACML

NAND 10
XOR 10
SBOX 264
1-Round PRESENT 4996

CMOS/MTJ [12]

NAND 11
XOR 11
SBOX 268
1-Round PRESENT 4992

CMOS

NAND 4
XOR 8
SBOX 216
1-Round PRESENT 5120

Table 4.5: Normalized Energy Deviation and Normalized Standard Deviation values
for EE-ACML-based S-box.

Parameter EE-ACML CMOS/MTJ [12] 2-EE-SPFAL [7]

Emin(fJ) 41.4 77.3 34.2
Emax(fJ) 41.9 79.1 36.3
Eavg(fJ) 41.6 78.2 35.2
NED 0.011 0.022 0.056
NSD 0.002 0.006 0.012
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value of 2 (0010)b. In the field, CPA attacks usually require hundreds of thousands
of traces to steal encryption keys as a result of electrical noise and other non-ideal
factors. However, in our simulations, we require fewer traces because the noise factors
are not present. To demonstrate the ability of our CPA attack we have performed one
on a CMOS-based PRESENT circuit and determined that the key can be stolen [51].
We will use the same CPA attack on the EE-ACML-based PRESENT to confirm the
CPA-resistant ability of EE-ACML.

In our attack on the CMOS-based PRESENT, we utilized 160 traces and were
able to steal the encryption key. Figure 4.9a shows a successful CPA attack against
the CMOS implemented PRESENT S-box for a key value of 2. The Measurements to
Disclosure (MTD) was 5 traces. In our attack on the EE-ACML-based PRESENT,
we used 16000 traces and were unable to retrieve the key. Figure 4.9b shows an
unsuccessful attack when the key value is 2 where the attack produced a guess of 1.
The unsuccessful CPA attack on EE-ACML-based PRESENT shows it is a promising
solution to defending against power analysis attacks on IoT devices.

4.4 Summary

In this chapter, an adiabatic CMOS/MTJ architecture known as Energy-Efficient
Adiabatic CMOS/MTJ Logic (EE-ACML) was presented and shown to be both en-
ergy efficient and secure. An adiabatic clock generator was implemented to show
energy savings, security, and reliability remained. The novel circuit provides substan-
tial energy savings when compared to a
CMOS/MTJ circuit found in the literature [12]. As a case study, we have con-
structed one round of PRESENT and shown our circuit remains energy efficient. Our
circuit consumes 156.81 fJ/Cycle which amounts to 67.25% energy savings when com-
pared to the CMOS/MTJ implementation. To demonstrate secure operation we have
performed a Correlation Power Analysis attack on our EE-ACML-based PRESENT
circuit and show that the keys remained secret.

Our work demonstrates the effectiveness of both adiabatic logic and magnetic
tunnel junctions in designing low-energy and secure circuits. The low-energy con-
sumption makes the novel circuits ideal candidates to be implemented within battery-
constrained IoT devices. The implementation of an adiabatic clock generator also aids
in proving our proposed circuits’ ability to remain energy-efficient and secure. To fur-
ther scrutinize the security of our device, machine learning-based CPA attacks can
be performed on our design to determine the resilience [83]. Machine learning-based
CPA attacks require fewer traces and higher test accuracy.

54



0 20 40 60 80 100 120 140 160

Number of Traces

-0.15

-0.1

-0.05

0

0.05

0.1

0.15

0.2

C
o

rr
e
la

ti
o

n
Key = 2

MTD = 5

(a) Successful CPA attack on CMOS based implementation of PRESENT S-box with key
= 2.

(b) Unsuccessful CPA attack on EE-ACML based implementation of PRESENT S-box with
key = 2.

Figure 4.9: Correlation power analysis performed on EE-ACML implementation of
PRESENT-80.
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Chapter 5

Adiabatic/MTJ based Physically Unclonable Function for IoT Security

Physically Unclonable Functions (PUF) are useful security primitives in aiding defense
against authentication, cloning, and key generation-based attacks. PUFs are circuits
that utilize inherent process variation to generate a random but repeatable output.
Here we define repeatable as the same PUF instance giving the same result given
a challenge. Two different PUF instances should give different and hence, random
values. In this chapter, we present a PUF based on both adiabatic logic and Magnetic
Tunnel Junctions (MTJ). Adiabatic logic saves dynamic power consumption while
MTJs offer a near-zero leakage power, non-volatile storage element with ample process
variation for strong randomness. In this chapter, we also utilize our proposed PUF
as a key generator for the PRESENT encryption circuit.

This work is currently under review in the IEEE Transactions on Consumer Elec-
tronics as Kahleifeh, Zachary, Himanshu Thapliyal, Syed M. Alam. ”Adiabatic/MTJ
based Physically Unclonable Function for Consumer Electronics Security.” IEEE
Transactions on Consumer Electronics.

5.1 Proposed Adiabatic/MTJ Physically Unclonable Function

Our proposed PUF utilizes both adiabatic logic and MTJs to generate energy-efficient
and secure responses. The ramping effect of an adiabatic clock allows for energy
recovery while the variation of the MTJs allows for randomness. MTJs have many
sources of uncontrolled variation such as oxide thickness, free layer thickness, and the
TMR ratio [84]. In our proposed PUF we intend to use these variations to generate
strong responses.

Figure 5.1 shows the schematic representation of the proposed
adiabatic/MTJ PUF. The proposed PUF contains the following components, an en-
able transistor, a sense amplifier, and two MTJs. The enable transistor is used to
generate a response while the sense amplifier is used to sense differences in the resis-
tances of the MTJs. The two MTJs are set in the same direction, either parallel or
anti-parallel orientation when compared to the reference layer. As a result of process
variation, one of these MTJs will have a higher resistance causing more current to
flow through the other MTJ. It should be noted, that the sizing of the transistors
should be increased to reduce process variation that occurs with transistors so that
the response of the PUF is dominated by the variation of the MTJ [85].

It should be noted, that the proposed design will act as a dedicated security circuit
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Figure 5.1: Proposed adiabatic/MTJ PUF. Proper connection to MTJ terminals
avoids read disturbs.

rather than a memory circuit. In a typical memory operation, the two MTJs would
need to be differential i.e two opposite orientations (P or AP). Further, the variation
of the circuit needs to be as low as possible to reduce the Bit Error Rate (BER).
To reduce the BER, the size of the MTJs and transistors are increased in-memory
design. However, in our proposed design we do not need to increase the MTJ sizing
as the variation of the MTJs is used to our advantage.

5.1.1 Operation of Proposed Adiabatic/MTJ PUF

In this section, we will go into greater detail on the operation of the proposed PUF.
The proposed PUF operates using a two-phase adiabatic clock. The operation can be
divided into two phases corresponding to the two phases of the clock, the evaluation
phase and, the recovery phase.

Evaluate Phase

The first phase or the evaluate phase is where the PUF response is generated. In this
phase, RDEN is set to 0 and VPC begins rising from GND to VDD. Both MTJ’s
are set to the same orientation, either parallel or anti-parallel. As a result of process
variations, one MTJ will have a higher resistance than the other MTJ. MP2, MP3,
MN1, and MN2 make up a sense amplifier that senses the difference in resistance and
drives the outputs to either logic 0 or 1.

The operation of the proposed PUF is illustrated in Figure 5.2. In this example
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Figure 5.2: Operation of proposed adiabatic/MTJ PUF including the evaluate and
recovery phase.
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Figure 5.3: Output waveform of the proposed MTJ PUF.

it is assumed that RMTJ1 > RMTJ2 as a result of process variations. The operation
begins with MP1, MP2, and MP3 conducting current and charging both outputs to
Vtn (Figure 5.2a). At this point, MN1 and MN2 are both conducting current through
each respective MTJ (Figure 5.2b). As a result of MTJ1 having a higher resistance,
more current is flowing through MTJ2 thus pulling R to ground and turning MP2 on.
Output R is charged full VDD and output R is pulled to GND (Figure 5.2c). The
output waveform for the response (R and R) is shown in Figure 5.3. Both outputs
charge until the variation of the MTJs dominate and force one output to logic 1 and
the other output to logic 0. The operation is further exemplified in Figure 5.4. Figure
5.4a shows the current through each MTJ when a response is generated. As explained
previously, one MTJ has higher resistance than the other which will force one output
to charge to VDD and the other to be pulled to GND. Figure 5.4b shows a closer
look at the current when the MTJ forces one of the outputs to charge to logic 1.

Recover Phase

In the second phase or the recover phase, the clock begins to ramp down from VDD
to GND. At this point, the output is at a higher potential than the clock thus current
travels from high potential to low potential back into the adiabatic clock to be reused
in the next cycle. The operation of the recovery phase is shown in Figure 5.2d as
current is recovered through MP2 and MP1 back into the clock.
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(a)
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Figure 5.4: Current waveform for the proposed adiabatic/MTJ PUF. 5.4a shows the
current across the entire response generation. 5.4b shows the current at the moment
of switching.
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5.2 Experimental Results

It is important to validate our proposed circuit to ensure energy efficiency and func-
tionality. In this section, we present the simulation results of our proposed circuit.
Simulations are performed using a Spice simulator with 45nm CMOS technology with
perpendicular anisotropy CoFeB/MgO MTJ model [11]. Both MTJ orientations, par-
allel (P) and anti-parallel (AP) are taken into consideration when simulating and are
both presented in the results.

Each bit of the response is from an individual PUF cell. One application of the
proposed PUF is the generation of an encryption key thus in our simulations we have
designed a 128-bit PUF array. In our simulations, we have chosen to run 200 Monte
Carlo Simulations to mimic 200 unique integrated circuits.

5.2.1 Uniqueness Evaluation

Through simulations, we have determined that our proposed PUF has a uniqueness
of 49.98% when the MTJ’s are in a parallel orientation. While in the anti-parallel
orientation our proposed PUF has a uniqueness of 49.99%. Regardless of orientation,
the proposed PUF has very strong uniqueness values. A histogram of hamming
distances between the 200 instances of the proposed 128-bit PUFs can be seen in
Figure 5.5.

Furthermore, it is interesting to investigate whether the two orientations of the
MTJ can result in two different PUF responses. Figure 5.6 shows a greyscale bitmap of
the differences between the parallel and anti-parallel responses. Black boxes represent
a location where the response bit is different. From Figure 5.6 we can see there are
a large number of different response bits and thus we theorize that one PUF cell can
produce two different responses.

5.2.2 Uniformity Evaluation

The uniformity of our proposed adiabatic/MTJ PUF is 50.18% and 50.17% for the
parallel and anti-parallel orientations, respectively. Both implementations are close
to the ideal value of 50% implying that the proposed PUF response is difficult to
predict. A greyscale bitmap of the two orientations is shown in Figure 5.7. Black
boxes represent a ”0” and white boxes represent a ”1”.

5.2.3 Reliability Evaluation

The average reliability of our proposed PUF across various temperatures, voltages,
and TMR ratios is 97.07% and 96.97% for the parallel and anti-parallel orientations
respectively. The worst-case reliability is 85.92% at a temperature of 100°C.

The reliability across various temperatures can be seen in Figure 5.8. Reliability
values remain above 95% at temperatures between -40°C and 40°C. Between temper-
atures of 40°C and 100°C, the reliability of our proposed PUF drops to 85%. Whether
our proposed PUF is in the P or AP mode has no strong correlation with the reli-
ability. It should be noted that temperature has a strong effect on the reliability of
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(a) Parallel

(b) Anti-parallel

Figure 5.5: Histogram of hamming distances between different PUF instances for
both parallel and anti-parallel MTJ orientations.
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Figure 5.6: Difference in response between the parallel and anti-parallel orientation
of the proposed adiabatic/MTJ PUF. Black boxes represent a flip in bits.

MTJ-based PUFs. To minimize the effects of temperature on reliability, Zhang et
al. have proposed an automatic write-back feature to improve the reliability of MTJ-
based PUFs [86]. The reliability of our proposed PUF across various voltages can be
seen in Figure 5.9. The reliability of the proposed PUF remains above 99% for supply
voltage values between 0.8V and 1.2V. At 0.8V, the reliability of the proposed PUF
in parallel mode is 99.75% while in the anti-parallel mode has a reliability of 99.61%.
At 1.2V, the reliability of the proposed PUF in parallel mode is 99.68% while in the
anti-parallel mode has a reliability of 99.58%.

The reliability of our proposed PUF across various TMRs can be seen in Figure
5.10. The reliability of the proposed PUF remains above 99% for TMR values between
100 and 300 At a TMR of 100, the reliability of the proposed PUF in parallel mode
is 99.72% while in the anti-parallel mode has a reliability of 99.27%. At a TMR
of 300, the reliability of the proposed PUF in parallel mode is 99.30% while in the
anti-parallel mode has a reliability of 99.72%.

5.3 Comparison with State-of-the-Art PUFs

In this section, we compare the energy consumption and security metrics of the pro-
posed adiabatic/MTJ PUF with other state-of-the-art PUFs reported in the litera-
ture.
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Figure 5.7: Greyscale bitmap of the 200x128 proposed PUF for both parallel and
anti-parallel orientations.
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Figure 5.8: Reliability of proposed PUF across various temperatures.
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Figure 5.9: Reliability of proposed PUF across various supply voltage levels.
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Figure 5.10: Reliability of proposed PUF across various TMR values.

Table 5.1: Energy consumption of proposed adiabatic/MTJ PUF compared with
select PUFs from the literature.

PUF Tech. VDD Energy/bit
Lim et. al (2005) [87] 180nm 1.8V 1.37pJ

Stanzione et. al (2011) [88] 90nm 1.2V 3.8pJ
Majzoobi et. al (2011)[89] 90nm 1.2V 15fJ

Cao et. al (2015)[90] 180nm 3.3V 23.9pJ
Yang et. al (2015)[91] 40nm 0.9V 17.75pJ
Neale et. al (2015)[92] 28nm 0.6V 0.045fJ
Tao et. al (2016)[93] 65nm 0.6V 10.3fJ

Zhang et. al (2015)[94] 45nm/MTJ 1V 1.00fJ
Proposed (P) 45nm/MTJ 1.0V 5.2fJ
Proposed (AP) 45nm/MTJ 1.0V 5.1fJ
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5.3.1 Energy Consumption Comparison

The energy consumption of consumer electronic devices is an important metric, espe-
cially when considering battery-operated devices. Table 5.1 shows the energy per bit
of the proposed adiabatic/MTJ PUF and other state-of-the-art PUFs. Our proposed
adiabatic/MTJ PUF consumes 5.2fJ and 5.1fJ per bit in the parallel and anti-parallel
orientations, respectively. From table 5.1, it can be seen that the proposed PUF has
lower energy consumption compared with the other PUFs. It should be noted that
[92] reports lower energy consumption than the proposed PUF, however, their design
is at a lower technology node and supply voltage. Further, we compared with another
CMOS/MTJ-based PUF [94] that reports an energy consumption of 1.00fJ per bit,
the MTJ model used in this PUF has substantially lower resistance values and thus
lower energy consumption.

5.3.2 Security Metric Comparison with State of the Art PUFs

Table 5.2 summarizes the comparison of results that are obtained verbatim from the
respective papers. When compared with other CMOS/MTJ designs our proposed adi-
abatic/MTJ design has slightly better reliability values. The uniqueness value of the
proposed adiabatic/PUF is closer to the ideal value of 50% when compared with the
purely CMOS-based PUFs. The CMOS/MTJ PUF in [94] has a comparable unique-
ness value to the proposed PUF. The uniformity of the proposed adiabatic/MTJ
PUF is comparable with the CMOS-based designs as the best case uniformity is
0.04% away from the ideal value while our proposed PUF uniformity is 0.17% and
0.18% away from the ideal value. When compared with another 45nm/CMOS-based
PUF our proposed PUF has lower energy consumption making it an ideal candidate
for battery-constrained designs.

Table 5.2: Security metrics and energy consumption of proposed adiabatic/MTJ PUF
compared with state of the art PUFs.

PUF Tech. VDD Key Size Uniqueness Uniformity Reliability Energy/bit
[87] 180nm 1.8V 64 NA NA 95.18% 1.37pJ
[88] 90nm 1.2V 256 NA NA 99.9% 3.8pJ
[89] 90nm 1.2V 64 NA NA 97% 15fJ
[90] 180nm 3.3V 64 49.37% NA 99.1% 23.9pJ
[91] 40nm 0.9V 256 47.22% NA ≥ 99.9% 17.75pJ
[92] 28nm 0.6V 128 49.11% 49.96% 88.39% 0.045fJ
[93] 65nm 0.6V 128 50.04% 49.95% 98.56% 10.3fJ
[95] 45nm 1V 128 49.48% 49.41% 99.60% 0.08fJ
[94] 45nm/MTJ 1V 128 51.01%/49.89% 50.20%/49.90% 96% 1.00fJ
[96] 40nm/MTJ 1V 128 49%-51% 49%-51% 96.73% NA

Proposed (P) 45nm/MTJ 1.0V 128 49.98% 50.18% 97.07% 5.2fJ
Proposed (AP) 45nm/MTJ 1.0V 128 49.99% 50.17% 96.97% 5.1fJ
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Figure 5.11: Structure of PRESENT implemented with adiabatic logic and adia-
batic/MTJ logic.

5.4 Application of Proposed Adiabatic/MTJ PUF

One application of PUFs is the key generation of encryption circuits [47]. In this
section, we demonstrate the applicability of our proposed adiabatic/MTJ PUF with
the key generation of the PRESENT encryption standard [80]. Suh et al. suggest
that when using a PUF for key generation, Error Correcting Codes (ECC) should
be used to ensure the correct output is produced [47]. However, in our study, we
ignore the ECC circuitry as our simulations are conducted without noise and in ideal
conditions. Furthermore, if the encryption standard used requires the key to have a
certain set of characteristics such as RSA, the PUF response can be used as a seed
in a key generation algorithm. In our case, PRESENT only requires the key to be a
random value thus we do not need to utilize any key generation algorithms.

The key generated from our proposed adiabatic/MTJ was used as the key to
PRESENT encryption [80]. PRESENT is a lightweight block cipher with key sizes
of 80-bits or 128-bits. In this article, we implement one round of the 80-bit ver-
sion of PRESENT encryption. PRESENT consists of three stages: add round key,
substitution, and permutation, the three stages can be seen in Figure 5.11. The
implementation of PRESENT in this case study is based on that of a previous adia-
batic/MTJ implementation of PRESENT. The add round key stage is implemented
with a two-phase adiabatic XOR gate. The substitution layer is implemented using a
hybrid adiabatic/MTJ look-up-table which is illustrated in Figure 5.12. The look-up
table-based implementation is to ensure minimal switching of the MTJs. The imple-
mentation of the adiabatic/MTJ PUF within the PRESENT encryption is shown in
Figure 5.13.

The proposed implementation of PRESENT with the key generating circuit was
simulated through spice simulations to verify functionality and determine the energy
consumption. Table 5.3 presents the energy consumption of the proposed design. At
12.5MHz, our proposed implementation of PRESENT consumes 0.52pJ per cycle. At
200MHz, our proposed design consumes 0.13pJ per cycle. We refrain from adding
a comparative study with the CMOS-based counterpart because the random nature
of key generation will result in different energy consumption. However, the various
portions of the proposed PRESENT implementation have been shown to be energy
efficient when compared with CMOS. Thus, we claim that the sum of parts will also
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Figure 5.12: Adiabatic/MTJ Look-up-Table implementation of the substitution layer
of PRESENT.
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Figure 5.13: Implementation of proposed adiabatic/MTJ PUF in PRESENT key
generation.
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Table 5.3: Energy consumption of proposed PRESENT-80 with key generation PUF
circuit.

Parameter 12.5MHz 25MHz 50MHz 100MHz 200MHz

Energy per Cycle (pJ) 0.52 0.43 0.22 0.20 0.13

be energy efficient when compared with CMOS.

5.5 Conclusion

In this chapter, we have presented a low energy and secure adiabatic/MTJ based-
PUF. A two-phase adiabatic clock is used to reduce the dynamic energy consumption
while the MTJ is used to generate the response bits. MTJs can either be in a parallel
or anti-parallel orientation when referenced with the fixed layer. We investigate both
orientations to determine the uniformity, uniqueness, reliability, and energy efficiency
of the proposed adiabatic/MTJ PUF. We have determined that our proposed PUF
is energy-efficient when compared to many CMOS and CMOS/MTJ-based PUFs.
Low energy consumption and ideal uniqueness and uniformity values make our pro-
posed adiabatic/MTJ PUF an ideal candidate for energy-constrained devices. The
proposed PUF can be implemented in encryption key generation algorithms, device
fingerprinting for intellectual property protection and device authentication, etc.
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Chapter 6

Analysis of Adiabatic Clock Generators

The adiabatic clock generator is the driving force behind adiabatic circuits and is thus
an important aspect when designing adiabatic systems. The common implementation
practice for adiabatic clock generators is the use of inductors and capacitors to form
an RLC generator. Adiabatic circuits can be constructed with a different number
of phases such as two and four-phase. In the current literature, there is a lack of
comparison on both the energy and security characteristics of two and four-phase
clock generators. Thus, in this chapter, we compare the two and four-phase adiabatic
clock generators in terms of energy efficiency and security against power analysis
attacks. The security and energy consumption is evaluated in various conditions to
mimic the practical conditions adiabatic circuits may operate in.

6.1 Simulation Results

This section presents simulation results for both two and four-phase adiabatic clock
generators.

6.1.1 Energy Consumption of Adiabatic Clock Generators

Adiabatic circuits reduce the dynamic energy consumption of circuits through the
use of time-varying power clocks. Adiabatic circuits recycle energy stored in load
capacitors back into the clock generators to be reused again. Energy-efficiency of
an adiabatic circuit is an important metric when considering whether it applies to
low-power IoT devices. The clock generator circuity and inductors and capacitors
that make up the generator can consume substantial energy. Thus, it is important
to verify that adiabatic circuits remain energy-efficient when the clock generator is
implemented. In chapters 3 and chapter 4, we demonstrate that our proposed adia-
batic circuits remain energy-efficient with the addition of clock generators. However,
we have neglected to compare the energy of two and four-phase adiabatic clock gen-
erators. Thus, in this section, we present our results on the energy consumption of
both two and four-phase adiabatic clock generators when they are implemented in
adiabatic circuits.
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Table 6.1: Inductor values used in two and four-phase clock generators when powering
PRESENT S-Box.

Frequency (MHz) Two-phase Inductance Four-phase Inductance

12.5 9.96mH 377.2µH
25 2.49mH 94.32µH
50 624.8µH 23.58µH
100 156.2µH 5.89µH
200 39.05µH 1.47µH

Energy Consumption of Logic Gates

We first present a comparison of the energy consumption of various logic gates. It
is important to compare the energy consumption of the basic logic gates in various
non-ideal conditions as adiabatic circuits implemented within IoT devices will also be
operating in non-ideal conditions. Thus, we compare the energy of two and four-phase
clock generators while varying frequency, temperature, and load.

We first begin by examining the effects of frequency on the energy efficiency of
adiabatic clock generators. We utilize the PRESENT S-box as a case study to observe
these effects. When varying frequencies, the inductor and capacitor values should be
adjusted to match the resonant frequency as explained in chapter 2. The load of the
adiabatic circuit is used as the capacitance for the clock generator and is thus fixed
at 26.8fF and 32.4fF for the four and two-phase clock generators, respectively. The
inductor values are varied with frequency and are shown in Table 6.1.

The frequency effects on energy consumption can be seen in Figure 6.1. It can
be seen that energy consumption increases as frequency increases which is expected
as the adiabatic circuit’s energy efficiency decreases at higher frequencies. It can be
observed that the four-phase clock generators’ energy consumption increases more
than the two-phase clock generators. This can be attributed to the four-phase clock
generator circuit consuming more energy as frequency increases. If we examine the
two and four-phase clock generators which are shown in Figure 2.3 and 2.5 we can
see that the four-phase clock generator has 4 pairs of PMOS and NMOS to amplify
the clock signal while the two-phase clock only has 2. We can model the power
consumption of the clock generator circuit using the equation for dynamic power,
P = CV 2

ddf. Thus, we expect the clock generator circuitry of the four-phase clock
generator to consume more power as frequency increases.

Temperature variation is an essential component to measure as the operating
conditions of integrated circuits can drastically change based on the environment. In
this study, we vary the temperature between -20C and 100C and observe its effect
on energy consumption. Again, the PRESENT S-Box is used as a base case to help
us determine how the changes affect the adiabatic clock generators. The energy
results can be seen in Figure 6.2. We can see that energy consumption rises as the
temperature rises. This can be attributed to the increase in leakage power of FET-
based devices which is a function of temperature. The four-phase clock generator is
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Figure 6.1: Frequency effects on energy per cycle of two and four-phase clock gener-
ator.
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Figure 6.2: Temperature effects on energy per cycle of two and four-phase clock
generator.
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Figure 6.3: Load effects on energy per cycle of two and four-phase clock generator.

more resilient to temperature effects on energy consumption. The reason for this is
that the inductance value of the four-phase clock is much lower than the inductance
value of the two-phase clock as a result of how resonant frequency is determined.
Inductors with lower inductance tend to not be affected by temperature more than
those with higher inductance values. The two-phase inductance is much higher and
thus varies substantially with temperature. This can lead to degrading Q-factors of
the inductor and thus reduced energy efficiency.

A load of an adiabatic circuit can vary substantially across an integrated circuit
thus it is important to observe this effect on energy consumption. We vary the load
capacitance of the circuit between 0 and 40fF and assume that each output has equal
load capacitance. The energy consumption of both two and four-phase adiabatic
clock generators is shown in Figure 6.3. We can see that at low capacitive loads,
the two-phase adiabatic circuit consumes less energy. However, at higher loads, the
four-phase adiabatic circuit consumes less energy. We theorize this is the case because
higher capacitance on the loads means more energy can be recovered. The recover
and wait phase of the four-phase clock generator is more defined than the recover
phase of the two-phase adiabatic clock generator which allows for more recovery of
the load charge.

6.1.2 Effect of Clock Generator on Power Analysis Attack Resistant Adi-
abatic Circuits

Adiabatic circuits can be designed in such a way that they are resistant to power
analysis attacks. Generally, they are designed to hide variation in power consumption,
and thus the ideal power consumption is uniform no matter the data. The adiabatic
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Table 6.2: Normalized Energy Deviation and Normalized Standard Deviation values
2 and 4-phase EE-SPFAL AND/NAND

Parameter 2-Phase 4-Phase

Emin(fJ) 4.87 21.4
Emax(fJ) 5.07 21.6
Eavg(fJ) 4.96 21.5
NED(%) 4.15 1.20
NSD(%) 1.20 0.34

clock generators can affect the power consumption and thus can affect variations in
power with respect to data. Thus, in this section, we look to compare the 2 and 4-
phase adiabatic clock generators with respect to their effect on power analysis attacks.

Basic logic gates such as the XOR and NAND, are the basic building blocks for
any circuit. Thus, we first look at these logic gates as a case study to determine how
the clock generator affects how resistant a circuit is to power analysis attacks. As
discussed in chapter 2, we utilize Normalized Energy Deviation (NED) and Normal-
ized Standard Deviation (NSD) to quantify how resilient a circuit is to power analysis
attacks. The lower NED and NSD the less variation in power a circuit has.

Table 6.2 reports the NED and NSD values of an EE-SPFAL NAND gate im-
plemented with both 2 and 4-phase adiabatic clock generators. The 2-Phase imple-
mentation of EE-SPFAL has a NED and NSD of 4.15 and 1.20, respectively. The
4-Phase implementation has a NED and NSD of 1.20 and 0.34, respectively. Table
6.3 reports the NED and NSD values of an EE-SPFAL XOR gate. We can see from
Table 6.3 that the 2-Phase XOR has NED and NSD values of 0.119 and 0.060. The
4-Phase implementation has NED and NSD values of 0.014 and 0.007, respectively.
Regardless of the circuit, it can be seen that the 4-Phase clock generator results in
lower NED and NSD values. This can be attributed to the type of clock and discharge
waveform used. The 4-Phase clock generator has the benefit of having the wait phase
which means the clock is at GND. This means that the discharge signal can be acti-
vated without suffering from non-adiabatic loss. The same cannot be said about the
2-Phase clock generator. There is no defined wait-phase and thus the clock is not at
GND when discharge is activated. This results in non-adiabatic loss and thus more
variation in power consumption. It should be noted that even with the non-adiabatic
loss occurring, the NED and NSD values are still substantially lower than the CMOS
NED and NSD values [7].

While evaluating the NED and NSD of logic gates are important, these are not
targets of power analysis attacks. Thus, we also look to evaluate the security metrics
of the PRESENT S-Box when implemented using 2 and 4-phase clock generators.
The S-Box is a typical target for power analysis attacks no matter the encryption
algorithm used. Thus, it is important to ensure the power variation is as small as
possible for each input. Table 6.4 reports the NED and NSD results for the 2 and
4-phase implementation of the PRESENT S-Box. The 2-Phase implementation of
EE-SPFAL resulted in NED and NSD values of 6.83 and 1.23, respectively. The 4-
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Table 6.3: Normalized Energy Deviation and Normalized Standard Deviation values
2 and 4-phase EE-SPFAL XOR/XNOR.

Parameter 2-Phase 4-Phase

Emin(fJ) 4.80 21.35
Emax(fJ) 4.81 21.35
Eavg(fJ) 4.81 21.35
NED(%) 0.119 0.014
NSD(%) 0.060 0.007

Table 6.4: Normalized Energy Deviation and Normalized Standard Deviation values
2 and 4-phase EE-SPFAL PRESENT S-Box.

Parameter 2-Phase 4-Phase

Emin(fJ) 32.0 49.8
Emax(fJ) 34.2 51.5
Eavg(fJ) 33.0 50.5
NED(%) 6.83 3.38
NSD(%) 1.23 0.58

Phase implementation resulted in NED and NSD values of 3.38 and 0.58, respectively.
Similar to the XOR/XNOR and AND/NAND NED and NSD results, the 4-Phase
implementation has lower NED and NSD values. Again, this can be attributed to the
4-Phase clock signals having a defined phase in which the clock is at GND and thus
there is reduced non-adiabatic loss.

Correlation Power Analysis Attack on Adiabatic Circuits Using 2 and 4-
Phase Adiabatic Clock Generators

While it is important to quantify how secure a countermeasure is against power anal-
ysis attacks, it is also important to perform an attack on the countermeasures. There
have been numerous proposed power analysis attack-resistant adiabatic circuits in
the literature that utilize 2 and 4-Phase adiabatic clock generators. 2-EE-SPFAL
which is presented in Chapter 3 has had a Correlation Power Analysis (CPA) at-
tack performed and successfully prevented the key from being stolen [7]. Degada and
Thapliyal have shown that their 2-Phase implementation of SPGAL was also secure
against a CPA attack with the clock generator implemented [97]. Degada and Thap-
liyal have also shown that single-rail adiabatic logic using 2-Phase clock generators
also prevents the key from being stolen in a CPA attack [98, 99]. Further, we have
also shown that 2-Phase adiabatic clock generators can remain CPA resistant when
combined with MTJs by again performing a CPA attack in Chapter 4 [52]. 4-Phase
adiabatic clock generators have also been subjects of power analysis attacks and have
also been shown to be resistant. Kumar and Thapliyal have developed and performed
a Differential Power Analysis (DPA) attack on the 4-Phase implementation of EE-
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SPFAL [64]. Kumar and Thapliyal have shown that the key could not be recovered
when using their proposed design. Regardless of clock design, it has been shown
that performing a power analysis attack is difficult and that adiabatic circuits with
their respective clock generators are suitable countermeasures against power analysis
attacks.

6.2 Conclusion

This chapter has presented a comparison of 2 and 4-Phase adiabatic clock genera-
tors in terms of energy efficiency and security against power analysis attacks. The
adiabatic clock generator is an important portion of the adiabatic circuit thus it is im-
portant to validate these metrics. We have chosen the 2 and 4-Phase clock generators
because they are two of the commonly used clocks in adiabatic circuits. Our results
show that the 2-Phase adiabatic clock generator has reduced energy consumption
when compared with the 4-Phase adiabatic clock generator. In terms of security, we
have shown that the 4-Phase adiabatic clock generator has better NED and NSD val-
ues than the 2-Phase clock generator. This presents an engineering trade-off between
the two clock generators. If energy is the major constraint then the 2-Phase clock
generator is preferred while if security is the major constraint, then the 4-Phase clock
generator is preferred. Nonetheless, either clock generator results in lower energy
consumption than the standard CMOS-based circuits and provides better security
against power analysis attacks.
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Chapter 7

Conclusion and Future Directions

7.1 Conclusion

The Internet of Things (IoT) is a collection of devices that share data to perform com-
plex applications. IoT devices improve the ease of life of its users. There are many
applications of IoT devices such as within the healthcare field, consumer electronics,
industrial manufacturing, etc. While IoT devices have numerous benefits such as in-
creased efficiency of the user, they do have issues that need to be solved. IoT devices
are typical targets for both software and hardware-based attacks and thus security is
a key issue. Hardware-based attacks such as the Correlation Power Analysis (CPA)
attack have been shown to be a dangerous threat to IoT devices. Additional secure
hardware is difficult to implement in many IoT devices because they are typically
battery operated and thus have a limited energy budget. Therefore, in this disserta-
tion, we have explored the use of low-energy design techniques and emerging memory
technologies to design low-energy and secure IoT devices.

Our first contribution was the development of 2-Phase Energy-Efficient Secure
Positive Feedback Adiabatic Logic (2-EE-SPFAL). EE-SPFAL is an existing CPA-
resistant adiabatic logic circuit based on a 4-phase clocking scheme. 4-phase clocking
schemes can introduce complex routing and clock designs. Thus, we proposed a 2-
phase implementation of EE-SPFAL to reduce said complexity. Further, we have
introduced a 2-phase clocking scheme that utilizes the discharge signals of the adi-
abatic circuit to also act as control signals for the clock generator to further reduce
complexity. We have demonstrated that 2-EE-SPFAL has lower energy compared
with CMOS equivalent circuits. Further, we have demonstrated that our proposed
design is resistant to CPA attacks.

Our second contribution was the development of Energy-Efficient Adiabatic CMOS/MTJ
Logic (EE-ACML). Typical bulk-MOSFET and capacitance-storage elements con-
sume high leakage power. Thus, we look to use Magnetic Tunnel Junctions (MTJ)
to replace the standard memory elements. MTJs have many benefits such as near-
zero leakage power, compatibility with CMOS, high endurance, and low read/write
latency. The aforementioned benefits make MTJs a promising choice to replace the
standard memory technologies. To that end, we look to combine the dynamic en-
ergy savings of adiabatic logic with the many benefits of MTJs (including reduced
leakage power) to design an ultra-low energy, CPA-resistant Logic-in-Memory (LiM)
architecture.
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Our third contribution was the development of a Physically Unclonable Function
(PUF) based on both adiabatic logic and MTJs. Again, we look to utilize the dynamic
energy-saving properties of adiabatic logic with the leakage energy savings of MTJs to
design a low-energy PUF. The proposed PUF utilizes process variation of the MTJs
to produce random responses. The proposed PUF was also implemented as a key
generator for the lightweight encryption cipher PRESENT.

The final contribution of this dissertation was a comparative study between two
and four-phase adiabatic clock generators. The clock generator is an essential com-
ponent of any adiabatic circuit. Two of the dominating clocking schemes are the two
and four-phase clocks. Thus, in this study, we evaluated the clocking schemes to de-
termine which is more applicable to designs in terms of both energy and security. We
have determined that the two-phase design has lower energy consumption while the
four-phase design has lower Normalized Energy Deviation and Normalized Standard
Deviation.

7.1.1 Future Work

As more and more complex applications are performed by IoT devices the power
requirements are going to increase. This opens up the need for more research devel-
opments in low-energy computing. Further, the threat vectors of hardware attacks
are going to continue increasing and thus security is an essential component of future
IoT device generations. The following items present future work on reducing the
energy consumption of IoT devices and improving the security of IoT devices:

1. Adiabatic circuits have been fabricated and verified in laboratory settings for
correct functionality and energy efficiency. However, CPA-resistant adiabatic
circuits have not been fabricated and tested on their ability to defend against
CPA attacks. Thus, this research effort involves fabricating a CPA-resistant
adiabatic circuit such as 2-EE-SPFAL and attempting to steal the key through
a CPA attack.

The first problem to solve is how do you fabricate a CPA-resistant adiabatic
circuit. An important aspect of CPA-resistant adiabatic circuits is that the
evaluation networks are balanced. When the networks are not balanced, data
can leak through power consumption. Fabrication of ICs can lead to variation
in the transistors and thus information leakage. The questions that need to be
solved are how much variation can a CPA-resistant circuit withstand and how
can you minimize or hide the variations pre and during fabrication.

2. The second future work is a quantitative analysis of how well a circuit can defend
against a power analysis attack. Normalized Energy Deviation and Normalized
Standard Deviation are two metrics that allow us to compare different CPA
countermeasures. However, these metrics do not tell us how many traces the
countermeasure can defend against. For example, in our research studies, we
have utilized 12,000 traces in our CPA attack and could not recover the key.
However, if we utilize 100,000 traces can we come to the same conclusion? This
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research involves determining a method to understand how many traces are
necessary to determine if a key can be stolen or if a key can be stolen at all.

3. The third future work involves designing a high-speed, CPA-resistant adiabatic
logic circuit. One of the major drawbacks of adiabatic circuits is that they
typically operate at lower frequencies. This research work involves designing
an adiabatic circuit that works at high frequencies while remaining resistant to
CPA attacks.
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