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ABSTRACT

Designing energy-efficient and secure cryptographic circuits in low-frequency medical devices
are challenging due to low-energy requirements. Also, the conventional CMOS logic-based cryptographic
circuits solutions in medical devices can be vulnerable to side-channel attacks (e.g. correlation power analysis
(CPA)). In this article, we explored single-rail Clocked CMOS Adiabatic Logic (CCAL) to design an energyefficient and secure cryptographic circuit for low-frequency medical devices. The performance of the CCAL
logic-based circuits was checked with a power clock generator (2N2P-PCG) integrated into the design for
the frequency range of 50 kHz to 250 kHz. The CCAL logic gates show an average of approximately 48%
energy-saving and more than 95% improvement in security metrics performance compared to its CMOS
logic gate counterparts. Further, the CCAL based circuits are also compared for energy-saving performance
against dual-rail adiabatic logic, 2-EE-SPFAL, and 2-SPGAL. The adiabatic CCAL gates save on an average
of 55% energy saving compared to 2-EE-SPFAL and 2-SPGAL over the frequency range of 50 kHz to
250 kHz. To check the efficacy of CCAL to design a larger cryptographic circuit, we implemented a casestudy design of a Substitution-box (S-box) of popular lightweight PRESENT-80 encryption. The case-study
implementation (2N2P-PCG integrated into the design) using CCAL shows more than 95% energy saving
compared to CMOS for the frequency 50 kHz to 125 kHz and around 60% energy saving at frequency
250 kHz. At 250 kHz, compared to the dual-rail adiabatic designs of S-box based on 2-EE-SPFAL and
2-SPGAL, the CCAL based S-box shows 32.67% and 11.21% of energy savings, respectively. Additionally,
the CCAL logic gate structure requires a lesser number of transistors compared to dual-rail adiabatic logic.
The case-study implementation using CCAL saves 45.74% and 34.88% transistor counts compared to 2-EESPFAL and 2-SPGAL. The article also presents the effect of varying tank capacitance in 2N2P-PCG over
energy efficiency and security performance. The CCAL based case-study was also subjected against CPA.
The CCAL-based S-box case study successfully protects the revelation of the encryption key against the CPA
attack, However, the key was revealed in CMOS-based case-study implementation.

INDEX TERMS Adiabatic logic, correlation power analysis attack, cryptographic circuits, healthcare, hard-

ware security, medical device, power clock generators, side-channel attacks.

I. INTRODUCTION

According to the World Health Organization report, 1.9 billion adults were overweight, and out of which 35% were
obese in 2017. Further, 340 million children and adolescents
were obese or overweight in 2020. Higher body weight can
lead to chronic diseases, such as cardiovascular diseases,

hypertension, diabetes, degenerative to joints, musculoskeletal system disorders, and several cancers, e.g., liver, colon,
ovarian, gallbladder, kidney, breast, and prostate [1]. The US
Centers for Disease Control (CDC) classify obesity at epidemic proportions. The CDC reports say 6 in 10 adults in
the US have a chronic disease and 4 in 10 adults suffers
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TABLE 1. Frequency Range in Medical Applications

more than one chronic disease [2]. On the other end, the
advancement in semiconductor technology has empowered
the inclusion of medical devices in many chronic disease diagnostic, therapeutic processes, and patient monitoring. They
are pervasive in medical labs, offices of physicians, and even
implanted inside a patient’s body, e.g. pacemaker, Implantable
Cardiac Defibrillators (ICDs), and neurostimulators. Table 1
lists some of the medical devices and their frequency range of
the operation.
Modern medical devices often aggregate physiological
data, store the personal information of the patient and communicate to the cloud. Some of these devices, e.g. medical implants are battery-powered and their operational life is limited
up to 10 years [17], [18]. Over the years, many researchers
have raised concerns about compromising sensitive personal
and physiological information. The compromised device can
perform unauthorized command execution and data transmission [19], create electrical shocks [20], [21] and deplete
battery [22]. It can compromise the secrecy and privacy of
the patient information, however, in some cases it could be
life-threatening. It becomes of utmost importance to protect
user-information by including cryptographic coprocessors in
device design. Security often comes with the cost of increment
in the power consumption [23]–[26]. Therefore, designing
energy-efficient and secure cryptographic coprocessor circuits
in medical devices is an interesting research direction.
Lightweight Cryptographic (LWC) cipher is one of the
preferred solution to provide encryption at low-energy budgets [27]–[29]. However, in recent years, the LWC ciphers
have been found vulnerable against Side-Channel Analysis
(SCA) attacks, e.g. heat emission, electromagnetic radiation,
power analysis [30], [31], and timing attacks [32]. The work
in [14], [30] lists several possible SCA over medical devices.
Among different possible SCA, the Correlation Power Analysis (CPA) attack is easy to implement and found more lethal
to reveal the encryption key.
Currently, CMOS-based computing technology is reaching
to its limit in energy efficiency with scaling down of the technology. There are two possible directions to reduce the energy
consumption: (i) to reduce the energy required to distinct the
logic ‘1’ from logic ‘0’ (ii) conserve the energy from one
2

FIGURE 1. Adiabatic Logic as preferred choice to design energy-efficient
and secure cryptographic coprocessor.

logical operation to the next [33], [34]. The adiabatic logic
works on the energy recovery principle and is classified under
the second approach mentioned above. Adiabatic logic in bulk
MOSFET has emerged as an attractive choice for the designer
compared to conventional CMOS due to its superior energy
performance and CPA resilience. In this article, we use adiabatic logic to design energy-efficient and secure lightweight
cryptographic coprocessors in medical devices (Fig. 1). The
adiabatic logic circuits recover the energy stored inside the
load capacitor (rather than dissipating as heat), thus, results
in significantly low-power consumption. Further, the power
traces of the adiabatic logic circuits are uniform in shape,
unlike the conventional CMOS logic circuits. The uniform
power traces is a very important property to disguise the
processed information. The above property helps to combat
the CPA. Earlier, we proposed two-phase sinusoidal clocking
based adiabatic logic 2-phase Energy Efficient Secure Positive
Feedback Adiabatic Logic (2-EE-SPFAL) [35] and 2-phase
Symmetric Pass Gate Adiabatic Logic (2-SPGAL) [36]. The
above solution enables the design of the low-energy and CPA
secure circuit. The 2-EE-SPFAL and 2-SPGAL are classified
as dual-rail adiabatic logic as they produce two outputs at
the logic gate, Vout and Vout . The dual-rail adiabatic logic
uses the two-transistor logic evaluation network to balance the
switching activities, and therefore have uniform power traces.
The above feature results in a larger transistor count overhead.
In this research, we address the above issue by exploring the
single-rail adiabatic logic called Clocked CMOS Adiabatic
Logic (CCAL). The CCAL was previously proposed in [37]
with preliminary analysis limited to reduction in energy consumption for logic gates and a chain of inverters. It is interesting to see the security performance of the CCAL. Further,
the energy and security performance of the adiabatic logic circuits largely depends upon the Power-Clock Generator (PCG)
integrated with the logic circuit. The poor interfacing suffers
a reduction in energy-saving and compromised security (explained in Section II). In this article, we evaluate the energy
efficiency and security performance of the CCAL logic to
VOLUME 3, 2022

design a secure cryptographic circuit with PCG integrated into
the design. Further, the physiological signals in human bodies
are typically a few tens to hundreds of the frequency range. In
the digital domain, after sampling the operational frequencies
are mostly limited up to a few kHz (Table 1). The adiabatic
logic saves significant energy consumption compared to its
CMOS counterpart at low-frequency applications. Some example of the low-frequency medical device includes inductive
implants, bioimpedance meter, Electrical Impedance Myography (EIM), hearing aids, Electrical Impedance Tomography
(EIT), Magnetic Particle Imaging (MPI), and Body-Coupled
Communication (BCC), etc. In this article, we evaluate the
performance of the CCAL based cryptographic circuit for the
frequency range of 50 kHz to 250 kHz.
A. KEY CONTRIBUTION

The key contributions of this work are as follows:
r The article explores CCAL, a novel single-rail Clocked
CMOS Adiabatic Logic (CCAL) to design energyefficient and secure cryptographic circuits. The CCAL
can be an alternate choice for low-energy and CPAresistant medical devices.
r The case-study implementation of PRESENT-80 S-Box
circuitry saves more than 95% energy for frequency
range 50 kHz to 125 kHz and approximately 60% more
energy saving at 250 kHz compared to its CMOS counterpart. The above energy saving can be highly beneficial
to design low-power cryptographic circuits.
r The case-study implementation shows saving of
45.74% and 34.88% of transistors compared to
2-EE-SPFAL [35] and 2-SPGAL [36]. At 250 kHz,
compared to the dual-rail adiabatic designs of S-box
based on 2-EE-SPFAL and 2-SPGAL, the CCAL based
S-box shows 32.67% and 11.21% of energy savings,
respectively. Thus, CCAL can be an alternate choice
to design a secure and energy-efficient cryptographic
circuit with lesser transistor overhead compared to its
dual-rail adiabatic logic counterpart.
r We also presents the effect of varying tank capacitance
in 2N2P-PCG over energy efficiency and security performance. We demonstrate that having 200 fF value of
tank capacitor (CE ) in 2N2P-PCG can provide optimum
energy and security features.
r The single-rail CCAL based circuitry removes the need
for discharge circuitry required in its dual-rail counterpart. It helps to reduce the external need for the control
signals for discharge circuitry.
r We demonstrate that the PRESENT-80 using CCAL can
successfully defend the encryption key against the CPA
attack for both 2N2P-PCG integrated into the design.
However, the encryption key is revealed in the same
counterpart design using CMOS.
B. ORGANIZATION OF THE PAPER

This article is organized as follows. The background information related to the research is briefly explained in Section II.
VOLUME 3, 2022

In Section III, we present the CCAL logic gate structure, energy efficiency, and security metric performance. Section IV
presents PRESENT-80 S-box design as a case-study implementation, compare the transistor count requirement in CCAL
and other competitive logic design choice and provides energy
and security performance analysis. Section V discusses the
effect of varying tank capacitor values in PCG tank circuit
over energy and security performance in case-study implementation. Section VI discusses the simulation of the CPA
attack over the PRESENT-80 S-box. Section VII presents the
discussion and conclusion.
II. BACKGROUND

In recent years, researchers have shown the effectiveness of
power-analysis attacks to reveal the encryption key in cryptographic circuits. There have been many countermeasures
are proposed, e.g., masking [31], random instruction injection [38], non-deterministic processors [39], random register renaming [40], secure co-processors [41], and cell-level
countermeasures [42]. In this work, we employ the cell-level
countermeasure, i.e. to build secure logic gates. Adiabatic
logic design is one such approach, that can thwart the poweranalysis attacks such as CPA.
In this section, we briefly discuss the adiabatic logic and
the common metrics used to evaluate CPA resilience. Further, the energy and security performance of adiabatic logic
circuits largely depend on the Power-Clock Generator (PCG)
integrated into the design. We also provide a brief overview of
the type of the PCG integrated with design.
A. ADIABATIC LOGIC

The adiabatic logic circuit techniques have emerged as an
attractive choice to design cryptographic circuits in recent
years. The adiabatic circuit recovers the stored charge in load
capacitance of the logic gates to the power-clock circuits.
Compared to the conventional CMOS circuit that uses the DC
voltage to power up the circuits, the adiabatic logic circuits
use a slow-varying voltage signal. This slow-varying voltage
signal appears as a constant current source for a capacitive
load [44]. The ramp signal (generated from PCG) is a practical
way to achieve the constant current source. Fig. 2 illustrates
the switching model, discharging and charging current path
for the load capacitor current.
We can see in Fig. 2 that adiabatic logic circuit employs two
logic evaluation blocks, F and F , that outputs Vout and Vout
respectively. The two complementary logical outputs (called
dual-rail logic) are necessary to balance the switching activities., that balance the current passing into logic blocks. The
above property is helpful to maintain nearly uniform current
dissipation for all possible logic inputs. Therefore, dual-rail
adiabatic logic circuits are the most commonly employed by
researchers to design low-energy and CPA resilience circuits
low-frequency devices.
Equation (1) mathematically describes the energy consumption in adiabatic logic circuits. The C is load capacitor,
R is lumped resistance, V is the full-swing voltage of the
3
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FIGURE 2. Charging and discharging in adiabatic circuits [43].
FIGURE 3. Synchronous 2N2P-PCG circuit [50].

power-clock circuit and T is the time period of charging and
discharging operation. We can see that if the given frequency
is lower (i.e. higher T ) then it is possible to have the energy
consumption significantly lower compared to the conventional
energy dissipation in CMOS. The above property to thwart
CPA attacks and lower energy consumption makes adiabatic
logic, an ideal choice to design low-frequency cryptographic
circuit in medical Devices. In this research, we explore one
such technique called CCAL.
Ediss =

RC
CV 2
T

(1)

B. SECURITY PERFORMANCE METRICS FOR
CPA-RESISTANCE

The Correlation Power Analysis (CPA) attack is one of the
widely used power-analysis based side-channel attacks. Its
relatively simple implementation and higher success rate have
made it an attractive choice for attackers. Further, the CPA
is equally effective to reveal the stored encryption key for
both symmetric and asymmetric cryptographic algorithms. In
the previous section, we have seen that adiabatic logic is an
attractive design choice to design the CPA resilient circuit.
Normalized Energy Deviation (NED) and Normalized Standard Deviation (NSD) are commonly used metrics to compare
the CPA resilience performance against CMOS circuits [43],
[45]–[49].
(Emax − Emin )
Emax


 N 
 Ei − Eavg 2
σ
1 

NSD =
=
Eavg
Eavg
N

NE D =

(2)

(3)

k=1

The NED and NSD values are measured for all possible
cyclic input permutations. The NED and NSD values are
measured in terms of the percentage. The difference between
the minimum and maximum energy consumption for all input
combinations is referred to as NED (2). The NSD value (3) is
the mean square difference between the instantaneous energy
consumption of input to the average energy consumption for
4

all possible outcomes. NSD gives more insight into how much
inputs are deviated compared to average energy consumption
in given adiabatic logic circuits. For an ideal adiabatic circuit,
there will be equal energy distribution for all possible cyclic
inputs, thus NED and NSD values are zero. For practical
circuits, lower NED and NSD metrics values make it the better
choice for CPA resilience performance.
C. INTEGRATED POWER-CLOCK GENERATOR

In this section, we explain the design of the Power Clock
Generator (PCG) for adiabatic circuits. In the adiabatic circuit,
unlike the conventional CMOS, the circuit operates on the
slow-varying power-clock signal. The efficient design of the
PCG is of utmost importance for adiabatic circuits. The PCG
recovers the charge from the adiabatic logic core to the oscillator capacitor as well as inductor during charge-recovery operation. PCG usually consumes a large fraction of the power.
Poor design and its inefficient integration with the design
result in less energy-efficient and secure design. Therefore, it
becomes necessary to evaluate the energy performance of the
adiabatic circuit with PCG integrated into the design.
Over the years, many solutions PCG designs have been
proposed to generate sinusoidal power clocking signals. The
synchronous resonant PCGs have more energy conversion efficiency. In this work, we integrate 2N2P-PCG with adiabatic
logic circuits and its schematic is shown in Fig. 3 [50]. The
2N2P-PCG uses an external inductor, two PMOS, two NMOS,
and two external capacitor CE .
In this article, we use the external inductor as on-chip
inductors lead to a low Q value. The inherent structure
and operation of the CCAL makes the lumped capacitance
of the inductor independent of the input logic signal and
remains constant. We use the external balancing capacitance CE to adjust the capacitance value for better energy
efficiency.
The 2N2P-PCG requires four external time-base signals.
The external time-base signals can help to synchronize the
adiabatic circuits in larger conventional non-adiabatic circuits.
VOLUME 3, 2022

FIGURE 4. Control signals in 2-Phase PCG design [50].

FIGURE 6. Clocked CMOS Adiabatic Logic (CCAL) gate schematic [37].

FIGURE 5. 2N2P-PCG interfacing with the CCAL based adiabatic logic
circuits.

Fig. 4 shows the external time-base control signals used to operate 2N2P-PCG. The 2N2P-PCG generates two out-of-phase
signals by two identical circuits operating in a lock-step manner. The operation frequency of the 2N2P-PCG is given by
(4). CCAL logic requires two out-of-phase sinusoidal powerclock signals, V PC and V PC. Fig. 5 shows the interfacing of
2N2P-PCG with the CCAL logic circuits.
f0 =

1
  
2π L C2

(4)

III. CLOCKED CMOS ADIABATIC LOGIC (CCAL) AND ITS
EVALUATION IN ENERGY-EFFICIENCY AND SECURITY
METRICS

In this section, we will first illustrate the background on
the logic gate structure of CCAL. Then, we will present
the energy efficiency and security performance evaluation of CCAL logic gates with 2N2P-PCG integrated into
the design.
A. BACKGROUND ON CLOCKED CMOS ADIABATIC LOGIC
(CCAL)

The Clocked CMOS Adiabatic Logic (CCAL) was previously
proposed in [37] with preliminary analysis limited to reduction in energy consumption for logic gates and a chain of inverters. Fig. 6 shows the generalized gate structure of CCAL.
It consists of two primary parts, (i) CMOS logic (ii) clock
connection which connects CMOS logic to the sinusoidal
clocking part. The signals V PC and V PC are two out-of-phase
VOLUME 3, 2022

FIGURE 7. CCAL-based XOR logic gate waveform with 2N2P-PCG
integrated into the design.

sinusoidal power clocks. The operation of CCAL (Fig. 7) can
be explained in two stages: (i) Evaluation (E) (ii) Recovery
(R). During the Evaluation stage, when the voltage at both
clock signals is more than the threshold voltage (Vth ) then it
turns on both transistor M1 and M2 (clock connection network). Then the PMOS and NMOS blocks evaluate the output
logic based on the input signal logic. During the Recovery (R)
phase, the output voltage stored in load capacitance is held
until the next evaluation phase.
There have been many low-energy solutions in the research literature that works low-frequency operation. The adiabatic circuit-based cryptographic circuits are found to defend
encryption keys against power-analysis attacks. Earlier, we
proposed the two-phase sinusoidal clocking-based dual-rail
adiabatic logic 2-SPGAL [36] and 2-EE-SPFAL [35]. The
CCAL can be an alternate choice to design CPA secure and
5
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energy-efficient cryptographic circuits. The single-rail adiabatic, e.g. CCAL has less logic overhead compared to its dualrail adiabatic logic counterpart. The above properties can be
highly beneficial for resource-constrained IMDs. Further, the
dual-rail logic, 2-EE-SPFAL [35] and 2-SPGAL [36] requires
the additional discharge circuitry and corresponding control
signals. The CCAL network removes the need for discharge
circuitry and the logic gate structure is very similar to the
CMOS logic gate.
However, the performance of the adiabatic logic is largely
affected by the integration of the PCG. It is important to
investigate the performance of the CCAL based cryptographic
circuits energy efficiency and security performance with the
integration of PCG in design. Therefore, we evaluated the
performance of the CCAL based circuits with 2N2P-PCG
integrated into the design.
B. ENERGY-EFFICIENCY AND SECURITY EVALUATION OF
CCAL LOGIC GATES

Logic gates are the primary constituent of a larger circuit. It
becomes important to check the energy and security metrics
performance to build low-energy and secure cryptographic
circuits. In this section, we explain the energy-efficiency and
security performance of the CCAL logic gates. We have compared the simulation results of the CCAL logic gate with
CMOS, 2-EE-SPFAL [35], and 2-SPGAL [36] logic gates.
The energy consumption in medical devices should be as
minimal as possible. Further, to build a secure circuit the variation in energy consumption for input combination variation
should be ideally zero. The CPA calculates the correlation
between hypothetical power traces of all possible keys and
collected power traces from the circuit. Uniform power traces
disguise the linear dependency. To look at this feature at the
circuit level, we check the energy performance of the logic
gate at all possible change in input values.
T

E=

VP IP dt

(5)

0

The energy consumption is the integration of the product of
voltage (Vp ) and current (Ip ), i.e. power consumption for input
signal [51]. We built CCAL logic gates using 45 nm technology and considered the load of 10 fF. Further, the energy
and security performance of adiabatic logic circuits largely
depends upon the PCG integrated into the design. Therefore,
the energy and security metric performance was evaluated for
logic gates with 2N2P-PCG integrated into the design. We
target particularly low-frequency medical device encryption,
therefore, the frequency range of 50 kHz to 250 kHz is considered.
The variation in energy consumption value provides more
insight than observing the current traces. We used SPICE
simulation to collect energy consumption value for a total of
22n possible cyclic variations in the n-bit circuit. The energy
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FIGURE 8. NED value comparison for AND logic gate.

consumption values can be used in (2) and 3 equation to calculated NED and NSD value. For ideal conditions, equal energy
consumption results in zero NED and NSD values. However,
for practical scenarios, the NED and NSD value should be as
low as possible. Having lower NED and NSD value results in
less correlation between hypothetical and actual power traces.
Thus, the circuit can protect the stored encryption key.
It is very important to observe the energy saving in CCAL
compared to other logic gates. For equal comparision, the dual
rail logic circuits 2-EE-SPFAL [35] and 2-SPGAL [36] are
designed with 2N2P-PCG integrated into the design, similar to
the CCAL counterpart. For the energy performance metric, we
have listed Emin , Emax and Eavg . A smaller difference between
Emin , and Emax indicates the energy consumption across all
possible input combinations is smaller and results in a better
secure circuit. Further, the avg for each logic gate should be as
low as possible for better energy efficiency.
Table 2 shows the comparison of CCAL AND logic gate
with its counterpart in CMOS, 2-EE-SPFAL [35], and 2SPGAL [36]. The CCAL AND logic gate has the lowest Eavg
value for the frequency range of 50 kHz to 250 kHz. The
CCAL AND logic gate has on an average of 4.7248 fJ Eavg
for the frequency range of 50 kHz to 250 kHz. While in its
CMOS, 2-EE-SPFAL [35], and 2-SPGAL [36] counterpart
the average of Eavg is 7.7681 fJ, 11.9258 fJ, and 10.7920
fJ. Therefore, we can conclude that the sinusoidal clocking
circuits on top of the PMOS and NMOS network help to
reduce significant energy consumption compared to conventional CMOS logic and also to its dual-rail adiabatic logic
counterpart. Table 3 summarizes the average energy saving (in
%) in CCAL-based AND logic gate compared to its CMOS,
2-EE-SPFAL [35], and 2-SPGAL [36] counterpart.
For the secure encryption circuit design, it becomes important to check the NED and NSD performance of the logic gate
before building the larger circuits. In this work, we primarily
compared the NED and NSD value of CCAL logic gates with
their CMOS counterpart. The CMOS circuit is considered
the benchmark because has been shown to be vulnerable to
CPA attacks. Figs. 8 and 9 shows the comparison of NED
and NSD security performance metrics for CCAL and CMOS
AND logic gate. We can see that CCAL AND logic gate

VOLUME 3, 2022

TABLE 2. Energy-Efficiency and Security Performance Comparison for and Logic Gate

TABLE 3. Eavg - Energy Saving (In %) in CCAL and Logic Gate

FIGURE 9. NSD value comparison for AND logic gate.

FIGURE 10. NED value comparison for XOR logic gate.

has a significantly smaller value of NED and NSD compared
to CMOS AND logic. The average NED value for CCAL
AND logic gate is 10.81% compared to 99.39% in its CMOS
counterpart for the frequency range of 50 kHz to 250 kHz.
This results in 89.13% better NED value in CCAL AND logic.
Similarly, we can see an average of 96.45% better NSD value
in CCAL AND logic gate compared to its CMOS counterpart
in the same frequency range.
Similar to the AND logic gate, we repeated the simulation
experiment for the XOR logic gates for all four logic designs
in consideration. Table 4 lists the summary of simulation results for the XOR logic gate for the frequency range of 50 kHz
to 250 kHz. We can see in Table 4 that the CCAL XOR logic
gate has superior energy performance results. The average of
avg value, for the frequency range of 50 kHz to 250 kHz, in
the CCAL XOR logic gate is 5.40 fJ. However, in the same
CMOS, 2-EE-SPFAL [35], and 2-SPGAL [36] counterparts
have an average of avg values are 13.0968 fJ, 11.6237 fJ, and

11.0453 fJ. Table 5 saving lists the energy saving in CCAL
XOR logic gate compared to single-rail counterpart, CMOS,
and dual-rail adiabatic logic counterpart 22-EE-SPFAL [35],
and 2-SPGAL [36]. The CCAL XOR logic gate saves on an
average more than 58% energy compared to CMOS, and 53%
and 51% more energy saving compared to 2-EE-SPFAL [35],
and 2-SPGAL [36] based XOR gate respectively.
Figs. 10 and 11 graphically show the comparison of NED
and NSD security metric performance for CCAL and CMOS
XOR logic gate. Similar to the AND logic gate, the CCAL
based XOR logic gate is superior in NED and NSD security
metric performance. The CCAL XOR logic gate has an average of 99.23% better NED value compared to the CMOS XOR
logic gate over the frequency range of 50 kHz and 250 kHz.
Further, an average of 99.61% better NSD value is noted for
the CCAL XOR logic gate compared to its CMOS counterpart
in the same frequency range.

VOLUME 3, 2022
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TABLE 4. Energy-Efficiency and Security Performance Comparison for XOR Logic Gate

TABLE 5. Eavg - Energy Saving (In %) in CCAL XOR Logic Gate

FIGURE 11. NSD value comparison for XOR logic gate.

value along with Eavg on the same graph. We see that Eavg
is decreasing with lowering the supply voltage. However, the
security performance metric NED and NSD are higher with
low supply voltage. The CCAL-based XOR logic gate shows
better security performance as the supply voltage reaches a
higher value. The better security performance is attributed to
the minimum deviation in energy number.
It is important to note that NED and NSD values in dual-rail
adiabatic logic (2-EE-SPFAL [35], and 2-SPGAL [36]) compared to single-rail adiabatic logic CCAL. This is expected
behavior as dual-rail circuit uses two balanced switching logic
evaluation networks F and F . The switching in the evaluation
block happens in a complementary fashion. Thus, the more
uniformity in current results in logic gate output. However,
for practical side-channel attacks (e.g. CPA in our case), it
becomes important to check whether the CCAL based encryption circuit can prevent the revelation of the encryption key.
The later part of the paper explains the CPA attack performance results over CCAL logic-based case-study implementation of the lightweight cryptographic cipher.
IV. A CRYPTOGRAPHIC CIRCUIT CASE-STUDY:
PRESENT-80 S-BOX DESIGNED USING CCAL

FIGURE 12. Eavg , NED and NSD metric in CCAL-based XOR logic gate as a
function of the supply voltage.

Fig. 12 helps to understand the relation between the Eavg
and supply voltage at frequency value 100 kHz, for CCALbased XOR logic gate, with 2N2P-PCG integrated into the
design. We also plotted the corresponding NED and NSD
8

In this section, first, we provide background information on lightweight cryptographic cipher PRESENT. The
Substitution-box (S-box) is a vital component in the
PRESENT cipher. We use the S-box as case-study implementation and show the comparison of transistor count implementation in adiabatic logic CCAL, 2-EESPFAL [35] and
2-SPGAL [36]. We also provide energy and security metric
performance of the case-study design with 2N2P-PCG integrated into the design.
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FIGURE 13. one round of PRESENT-80 implementation using 2-phase adiabatic logic [36].

TABLE 6. Transistor Count in PRESENT-80 S-Box Designed Using Dual-Rail
Logic

TABLE 7. Transistor Count in PRESENT-80 S-Box Designed Using
Single-Rail Logic

A. BACKGROUND ON PRESENT-80

TABLE 8. Transistor Count Comparison for CCAL, 2-EE-SPFAL [35],
2-SPGAL [36] and Conventional CMOS for PRESENT-80 S-Box Design

The cryptographic cipher used in medical devices should
be low-power and lightweight as they run on battery and
have limited silicon space. PRESENT is one such popular lightweight cryptographic cipher [52]. Further, the
counter mode operation in the PRESENT makes it suitable
in challenge-response authentication [53]. The PRESENT
comes in two variants based on the key size, 80-bit or 120-bit.
The PRESENT-80, is an 80-bit key variant with a total of 32
rounds of encryption. In PRESENT-80, the first 31 rounds of
encryption are identical and its schematic is shown in Fig. 13.
The PRESENT-80 has three fundamental operations. First,
the plain text is XORed with 64 bits of the key. During the
second operation, the Substitution-box (S-box) does a nonlinear transformation of the 4-bit blocks, with a total of 16
such operations happening in parallel. The last operation is the
permutation of S-box output to create further randomization.
The S-box is the key constituent of PRESENT-80. Therefore,
in this work, we have evaluated the transistor counts, energy
efficiency, and security metrics performance comparison for
S-box for 2-EE-SPFAL [35], 2-SPGAL [36], CCAL, and
CMOS.
B. TRANSISTOR COUNT SAVING ANALYSIS IN CCAL-BASED
CASE-STUDY IMPLEMENTATION OF PRESENT-80 S-BOX

We can see from Fig. 13 that S-box is a critical part of
the PRESENT-80 implementation. In this section, we explain
the S-box circuit implementation using four different logic
circuits, i.e. 2-EE-SPFAL [35], 2-SPGAL [36], CCAL, and
CMOS.
Table 6 illustrates the number of the transistors required
to implement PRESENT-80 S-box using dual-rail adiabatic
logic. The dual-rail adiabatic logic inherently works in
VOLUME 3, 2022

pipeline fashion. In other words, the successive blocks of the
circuits operate on different phases. In case of 2-phase clock,
they are in-phase and out-of-phase [35], [36]. In order to make
the output appear on the same clock phase, we need to put
extra buffers for synchronization.
Table 7 represents the number of logic gates and transistor count for PRESENT-80 S-box implemented using singlephase logic. The PRESENT-80 S-box implementation using
CCAL is similar to CMOS-based implementation, except it
requires two complementary sinusoidal power clocks and two
extra transistors for clocking circuitry on top of the logic
evaluation network. In the previous section, we have seen
that the CCAL logic gates require significantly less energy
consumption, as well as improve the resilience against the
CPA attack.
Table 8 presents the comparison of the number of transistors required to implement PRESENT-80 S-box for different
logic. The dual-rail adiabatic logic has more balanced switching activities, thus resulting in a more secure structure against
CPA. However, the inherent structure of dual-rail logic results in more transistor counts. The transistor count overhead
in 2-EE-SPFAL [35], and 2-SPGAL [36] compared to their
CMOS-based S-box counterpart is approximately 139% and
99% respectively. On the other hand, the transistor overhead
in CCAL based CMOS is 29.63%. Further, the CCAL based
9
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TABLE 9. Energy-Efficiency and Security Performance Comparison for PRESENT-80 S-Box

TABLE 10. Eavg - Energy Saving (In %) in CCAL Based PRESENT-80 S-Box

S-box implementation saves 34.88% and 45.74% of transistor count compared to dual-rail logic 2-EE-SPFAL [35], and
2-SPGAL [36] respectively. For the space-limited IoT structure, the CCAL logic presents an alternative to design secure
cryptographic circuits with less transistor overhead.
C. ENERGY AND SECURITY PERFORMANCE EVALUATION
OF CASE-STUDY DESIGN PRESENT-80 S-BOX

The CCAL based logic gates shows promising results for the
NED, and NSD metrics. The CPA attack collects the power
traces at the output of the S-box, thereby it is a vital component of the PRESENT-80 design. We implemented the S-Box
design using the proposed CCAL and CMOS logic gates. The
S-Box implementation requires both V PC and V PC phases
(Fig. 13) of power clock to operate. The S-box designs using
adiabatic logic were tested with 2N2P-PCG.
Table 9 lists the energy-efficiency performance and calculated NED and NSD metrics. The energy consumption for adiabatic circuits was calculated for 2N2P-PCG integrated into
the design. Similar to the logic gates, we collected the energy
number in SPICE simulation for the frequency range 50 kHz
to 250 kHz. The PRESENT-80 S-box circuit was designed
at 45 nm technology and the load value was considered 10
fF. We can see in Table 10 that CCAL based S-box shows
better energy performance than CMOS, 2-EE-SPFAL [35] and
2-SPGAL [36] over frequency range 50 kHz to 250 kHz. The
average of Eavg for CCAL based S-box is 74.23 fJ for the
frequency range 50 kHz to 250 kHz. For the same frequency
range, the average of Eavg in CMOS, 2-EE-SPFAL [35] and
2-SPGAL [36] is approximately 1981 fJ, 110 fJ and 80 fJ
respectively. Therefore, adding a clocking network on top of
10

FIGURE 14. NED value comparison for PRESENT-80 S-box.

the pmos and nmos circuit helps to reduce the energy consumption value.
Similar to logic gate, it is interesting to see the NED and
NSD performance between CCAL and CMOS. Figs. 14 and
15 shows graphical comparison for NED and NSD values
in CCAL and CMOS for S-box circuit. The NED and NSD
values in CCAL based PRESENT-80 S-box is overall lower
for the frequency range 50 kHz to 250 kHz. The average
NED value for the CCAL S-box is 12.50%, while in CMOS
S-box it is 99.84% over frequency range 50 kHz to 250 kHz.
The CCAL based S-box shows overall 97.48% improvement
in NED security metric. Similarly, the NSD performance in
CCAL-based S-box is average of 2.12% over frequency range
50 kHz to 250 kHz. For same frequency range, CMOS-based
S-box have an average NSD value 134.46%. The CCAL-based
S-box have overall 98.43% better NSD performance for frequency range 50 kHz to 250 kHz.
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FIGURE 15. NSD value comparison for PRESENT-80 S-box.

The CCAL-based S-box shows better security metric performance compared to its CMOS counterpart. We can see
that CCAL-based S-box has better energy-efficiency performance compared to its dual-rail adiabatic counterpart. However, the dual-rail adiabatic logic, 2-EE-SPFAL [35] and 2SPGAL [36] have better NED and NSD performance. The
better security performance in dual-rail logic is an attribute of
the balance switching activities in logic evaluation network.
However, the CCAL has significant security performance improvement compared to CMOS. It will be interesting to see
the performance of the CCAL based circuit against the CPA
attack (explained in the next section).

FIGURE 16. Effect of varying capacitor and inductor values over Average
energy consumption in PRESENT-80 S-xox.

V. EFFECT OF VARYING CAPACITOR AND INDUCTOR IN LC
TANK IN 2N2P-PCG FOR ENERGY-EFFICIENCY AND
SECURITY PERFORMANCE ANALYSIS IN CASE-STUDY

The Q factor is a key parameter in the power analysis of the
RLC resonator circuit. When the adiabatic circuit is integrated
with 2N2P-PCG (Fig. 3) then it can be modeled as an RLC
circuit. (6) shows the relation between the Q factor and average power dissipation. We need a larger Q factor in order
to have minimum power dissipation. However, in the RLC
circuit, the Q factor of the LC tank circuit depends upon the Q
factor of inductor and capacitor with their parasitic resistance
respectively [54].
Q = 2π

Maximum Energy Stored
Energy Dissipated per Cycle

(6)

Equation (7) shows the dependence of the Q factor of
2N2P-PCG tank circuit on Q factor of inductor (QL = ωR0LL )
and capacitor (QC = ω0CRC ) respectively. In the above equations, RL is the parasitic resistance of the inductor, and RC is
the parasitic resistance of the capacitor [54]. Therefore, we
hypothesize that there will be a certain value of the inductor
and capacitor for which the Q factor is maximum. Higher Q
can result in lower energy dissipation. Further, it will also be
interesting to see the effect on security performance metrics.
Qtank = ω0C (RL RC ) = QL QC

(7)

To check our hypothesis, we fixed the frequency value to
100 kHz. We calculated the different combinations of L and C
(4) for the frequency 100 kHz. Similar to the logic gate energy
VOLUME 3, 2022

FIGURE 17. Effect of varying capacitor and inductor values over NED and
NSD in PRESENT-80 S-box.

and security experiment, we collected energy consumption
values for a total of 256 cyclic combinations of the inputs
in CCAL-based S-box circuitry. Fig. 16 shows the Eavg at
different capacitive value in LC tank circuit in 2N2P-PCG
circuit. We can see that the lowest Eavg value of 74.46 fJ at
capacitor value 100 fF.
Further, we can also observe the effect on security performance metrics NED and NSD. Fig. 17 shows the change in
NED and NSD values at different values of the capacitors.
The lowest NED and NSD values are observed are 4.79%
and 1.40% at capacitor value 500 fF. The graph in Fig. 17
helps to understand the capability of the circuit to thwart the
Correlation Power Analysis (CPA) attack. The lowest value of
NED and NSD indicates that the circuit is more robust against
CPA at 500 fF capacitance value in 2N2P-PCG.
We define the energy-security trade-off product as
E nergy × Security and measure in Joule. Previously, we have
seen that the energy and security metrics performance shows
the different trend for PCG tank capacitor CE values. The
case-study implementation shows optimum energy performance for CE value of 100 fF and security performance at 500
fF. For optimum energy and security performance, the tradeoff product E nergy × Security should be minimum. Fig. 18
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FIGURE 18. Energy-security trade-off in PRESENT-80 S-box designed using
CCAL.

shows an insight for the energy and security performance
metrics together at different tank capacitor values. We can see
that for capacitor value 200 fF has the lowest Eavg × NE D
and Eavg × NSD equal to 5.98 f J and 1.07 f J respectively.
Thus, we can say that having 200 fF value of tank capacitor
(CE ) in 2N2P-PCG can provide optimum energy and security
performance together.

FIGURE 19. Successful Revelation of Key=14 in on one round of
PRESENT-80 encryption designed with CMOS.

VI. CPA ATTACK SIMULATION

In the previous section, we demonstrated the efficacy of the
CCAL to design low-energy and CPA resilient cryptographic
circuits. The CCAL based S-box was energy efficient, however, the NED and NSD performance were relatively higher
compared to Dual-Rail adiabatic logics 2-EE-SPFAL [35] and
2-SPGAL [36]. In this section, we subject the CCAL based
S-box design against the CPA. The article [55] illustrates the
procedure to carry out the CPA in SPICE simulation. We can
see in Fig. 13 that one round of PRESENT-80 encryption
contains 16 identical blocks. Each block has four XOR logic
gates and a non-linear transformation circuit, called S-box.
Therefore, the output of S-box is considered as CPA attack
point in the literature [35], [36], [43], [55]. The S-box takes
the 4-bit input coming after XOR operation between the 4-bit
key value and plain-text.
The CPA attack requires the power traces collected from
the attack point. The SPICE simulation was performed with
a load value of 10 fF to collect the power traces. The simulation environment is noise-free and requires fewer traces
for successful CPA. If a CPA attack is carried out in a noisy
environment then it requires a larger number of traces. We
collected power traces for the CMOS-based PRESENT-80
S-Box. The CPA attacks reveal the correct encryption key
after 5120 power traces. Fig. 19 shows the correlation coefficient starts appearing different after 40 power traces. The
distinct power consumption, therefore, the current makes the
CPA successful over the CMOS-based S-box of PRESENT-80
encryption.
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FIGURE 20. Unsuccessful CPA attack on one round of PRESENT-80
encryption designed with CCAL and 2N-PCG.

The CCAL based S-box has better NED and NSD performance compared to CMOS. However, dual-rail adiabatic
logic, e.g. 2-EE-SPFAL [35], and 2-SPGAL [36] have better
NED and NSD values. It becomes important to see if CCAL
based PRESENT-80 S-box is safe against the CPA attack.
Similar to CMOS, we collected 12,000 power traces for the
CCAL based PRESENT-80 S-box with 2N2P-PCG integrated
into the design. Similar to our previous work on dual-rail
adiabatic logic, 2-EE-SPFAL [35] and 2-SPGAL [36], the
CCAL based S-box circuit protects the revelation of the encryption key (Fig. 20). Therefore, higher NED and NSD value
in CCAL compared to dual-rail logic does not affect the properties to protect the encryption key against the CPA attack.
VOLUME 3, 2022

VII. DISCUSSION AND CONCLUSION

[5]

The cost and the reliability of the medical devices are the
important factors to consider while selecting a technology
with adiabatic logic. Bulk MOSFET at 45 nm combined with
adiabatic logic will provide a low-cost solution for medical
devices that can also provide an energy-efficient and secure
solution. Novel devices such as Junctionless MOSFET [56]
and Tunnel FET [57] can also be explored with adiabatic
logic for developing low-power and secure solutions. However, the designer should consider the cost and the reliability
of the emerging devices when combined with adiabatic logic
while making the design choice for medical devices. The
low-frequency medical devices are vulnerable to side-channel
attacks (e.g. Correlation Power Analysis (CPA) attack). The
conventional approach to improve the CPA resistance results
in an increase in power consumption. In this article, we
used the single rail adiabatic circuit design technique called
Clocked CMOS Adiabatic Logic (CCAL) to design cryptographic circuits in low-frequency medical devices. CCAL
shows encouraging energy-saving and security performance
compared to its dual-rail adiabatic logic and CMOS counterparts. Further, the CCAL enables the designer to reduce
the transistor count in cryptographic hardware compared to
existing solutions based on adiabatic logic proposed in the
literature. We also demonstrated the capability of the CCAL
based logic to thwart the CPA attack and protect the encryption key. Therefore, CCAL can be a promising design choice
for the designer of medical devices to increase their battery
longevity with improved CPA resistance while keeping the
transistor overhead to minimal. While designing single rail
adiabatic logic circuits, the stability in the outputs should be
considered while cascading the designs. The stable outputs
can be produced by inserting the flip-flop to sample the correct
output at each stage [58]. Another alternative approach to
provide stable outputs could be to use noise reduction circuitry that can be added to restore the signal degraded [59].
Some possible future research direction would be to check
the performance of the CCAL-based circuit implementation
with different types of Power Clock Generator, e.g., switch
capacitor, stepwise charging, etc.
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